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Shell Commands Course

Learn the shell commands used to navigate files, manage permissions, connect programs with pipes, transform text, and control running processes.

What you'll learn: Use the command line confidently to inspect a system, transform text, automate repeated work, and diagnose common problems.




Navigation basics

The shell, paths, directories, command help, and history.


The Command Line for Complete Beginners

A beginner's guide to the command line: what the terminal and shells like Bash, ZSH and Fish are, plus core commands like ls, cd and man to get started.

Computers are great because using the mouse or touch devices we can do a lot of work, leaving the keyboard to typing our emails, blog posts or reports.

Once upon a time, this didn't exist. Computers were only accessed using the keyboard, typing weird and cryptic messages, called commands, in a terminal.

This was true when computers were big as entire rooms, but also was true when the first personal computers started becoming affordable and they would start with a BASIC command prompt.

Today, well hidden and never used by consumers, we still have this way of using our computer.

We can do so using a terminal.

macOS comes with an app called Terminal, appropriately named.

Microsoft provides an app called Windows Terminal.

And Linux users know their terminals very well.

The terminal is not just for programmers. It's essential for every professional computer user, because it unlocks you things that are impossible to do with a GUI (Graphical User Interface).

Oh, I mention GUI. The acronym for the terminal is CLI (Command Line Interface).

There is not just one terminal. You wish. Instead, we have lots and lots of different terminal interfaces, called shells.

We have Bash, ZSH, Fish Shell, CSH, and many more. But the most popular ones are Bash and ZSH.

Bash is often the default, and until very recently it was the default macOS shell, but now it's been changed to ZSH.

My favorite shell, to be honest, is Fish Shell. I really like it because it's simple, straightforward, comes with great defaults, and also a web-based configuration. I don't have time to spend configuring my shell prompts and colors manually and when something works out of the box, I take it.

The terminal is also the way you access a server. You can create a VPS server on Amazon or DigitalOcean or where you want, and you can access it using SSH, the secure protocol to connect to a remote shell.

You use the shell locally but you could actually be connected to a server at the other side of Earth, which is pretty cool. Except some delay, if the connection is a bit laggy.

This is my macOS shell:

[image: macOS terminal window showing Fish shell prompt with flavio@mbp user]

I can list all the files in my home folder by typing ls and pressing enter:

[image: Terminal output showing ls command listing directories like Applications, Desktop, Documents, Downloads in columns]

I can change the current working directory to another folder using the cd command:

[image: Terminal showing cd Applications command execution and prompt changing to Applications directory]

And every time I don't know how to use a command, I type man <command> to get the manual:

[image: BSD manual page for ls command showing NAME, SYNOPSIS, and DESCRIPTION sections with detailed usage information]

This is a man page. Although I find man pages to contain too much information, as this is 1 of 14 screens of explanation for the ls command.

Most of the times when in need I use this site called tldr pages: https://tldr.sh/. It's a command you install, then you run it like this: tldr <command>

[image: tldr ls command output showing concise usage examples with options like -1, -a, -la, -lh, -lS, -ltr]

It just gave me a few useful options with examples.

Anyway, I'm digressing. When typing commands you can move around with your left and right arrow to move the cursor around.

Some systems also let you use the mouse to go to a specific place in the line. For example on macOS I can use option-click to position the cursor anywhere I want.

Pressing the up arrow will show the command you last typed. It's nice when you make a typo and you don't need to re-type all the thing.

If you type a command not found, the shell will tell you:

[image: Terminal showing error message fish: Unknown command: cb when typing non-existent command]

I made a few tutorials on using shells:


	How to use the macOS terminal

	The Bash shell

	Unix Shells Tutorial

	Introduction to Bash Shell Scripting



There's a lot to read if you want!



Linux commands: pwd

Learn how the Linux pwd command prints your current working directory, so you always know exactly where you are in the filesystem when you feel lost.

Every shell process has a current working directory. Relative paths start there, so the same command can affect different files depending on where you run it.

pwd


The output is an absolute path such as /Users/flavio/projects/site. Use it before a destructive command, after several cd operations, or when a script behaves differently in two terminals.

Compare absolute and relative paths:

pwd
ls notes.txt
ls "$(pwd)/notes.txt"


The last two commands identify the same file. Quoting $(pwd) matters because a directory name may contain spaces.

The shell also keeps the current path in $PWD:

printf '%s\n' "$PWD"


pwd -P resolves symbolic links and prints the physical path. Plain pwd may preserve the logical route you used to enter a symlinked directory. That distinction matters when debugging scripts that compare paths.

Try it: create a directory, enter it through a symbolic link, then compare pwd and pwd -P. The command works on Linux, macOS, WSL, and other Unix-like environments.



Linux commands: ls

Learn how the Linux ls command lists the files in a folder, and how the -al option adds details like permissions, owner, and size, plus hidden files.

Inside a folder you can list all the files that the folder contains using the ls command:

ls


If you add a folder name or path, it will print that folder contents:

ls /bin


[image: Terminal output showing ls /bin command displaying files in columns with colored names like bash, cat, chmod, cp, etc.]

ls accepts a lot of options. One of my favorite options combinations is -al. Try it:

ls -al /bin


[image: Terminal output of ls -al /bin showing detailed file listing with permissions, ownership, sizes, and timestamps]

compared to the plain ls, this returns much more information.

You have, from left to right:


	the file permissions (and if your system supports ACLs, you get an ACL flag as well)

	the number of links to that file

	the owner of the file

	the group of the file

	the file size in bytes

	the file modified datetime

	the file name



This set of data is generated by the l option. The a option instead also shows the hidden files.

Hidden files are files that start with a dot (.).


This command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: cd

Learn how the Linux cd command changes the directory you are in, using a folder name, the .. parent and . current shortcuts, or an absolute path from /.

Once you have a folder, you can move into it using the cd command. cd means change directory. You invoke it specifying a folder to move into. You can specify a folder name, or an entire path.

Example:

mkdir fruits
cd fruits


Now you are into the fruits folder.

You can use the .. special path to indicate the parent folder:

cd .. #back to the home folder


The # character indicates the start of the comment, which lasts for the entire line after it's found.

You can use it to form a path:

mkdir fruits
mkdir cars
cd fruits
cd ../cars


There is another special path indicator which is ., and indicates the current folder.

You can also use absolute paths, which start from the root folder /:

cd /etc



This command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: man

Learn how the Linux man command opens the manual page for any command, how its pages are grouped by section number, and how tldr gives you a quick summary.

Every time I don't know how to use a command, I type man <command> to get the manual:

[image: Terminal showing man page for ls command with detailed documentation including name, synopsis, description and options]

This is a man (from manual) page. Man pages are an essential tool to learn, as a developer. They contain so much information that sometimes it's almost too much.

The above screenshot is just 1 of 14 screens of explanation for the ls command.

Man pages are diveded into 7 different groups, identified by a number:


	1 is user commands

	2 is kernel system calls

	3 is C library functions

	4 is devices

	5 is files formats and filesystems

	6 is games

	7 is miscellaneous commands, conventions and overviews

	8 is superuser and system administrator commands



Most of the times when I'm in need to learn a command quickly I use this site called tldr pages: https://tldr.sh/. It's a command you can install, then you run it like this: tldr <command>, which gives you a very quick overview of a command, with some handy examples of common usage scenarios:

[image: Terminal showing tldr ls output with concise examples including list files, show hidden files, and long format options]

This is not a substitute for man, but a handy tool to avoid losing yourself in the huge amount of information present in a man page. Then you can use the man page to explore all the different options and parameters you can use on a command.


The man command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: which

Learn how the Linux which command shows the full path where an executable is stored on disk, and why it cannot locate shell aliases or built-in functions.

When you type a command name, the shell may resolve an alias, function, built-in, or executable found through $PATH. which commonly searches for an executable path:

You can do so using which. The command will return the path to the command specified:

[image: Terminal showing which ls returning /bin/ls and which docker returning /usr/local/bin/docker]

That is useful, but it does not always describe what your current shell will actually run. Prefer the shell-aware command:

type ls
type -a node
command -v git


type can identify aliases, functions, and built-ins as well as files. type -a shows every matching definition, which helps when two Node.js installations or package managers compete in $PATH. command -v is a portable choice in shell scripts.

Inspect the search path itself:

printf '%s\n' "$PATH" | tr ':' '\n'


Directories are searched from left to right. Adding a directory at the front can shadow a system command; adding it at the end gives existing commands priority. After installing a tool, a shell may cache an older resolution. Starting a new shell or using its cache-refresh command can clear that confusion.

Do not execute an unfamiliar path merely because which found it. Inspect ownership and permissions first with ls -l, especially on shared systems.

Try it: run type -a for cd, ls, and a language runtime. Explain why their results differ.



Linux commands: history

Learn how the Linux history command shows your past commands, how to rerun one with the !number syntax, search them with grep, and clear with history -c.

Interactive shells usually keep command history in memory and periodically save it to a file. The exact file size, save timing, duplicate handling, and sharing between terminals depend on the shell configuration.

You can display all the history using:

history


This shows recorded commands with numbers:

[image: Terminal output showing history command displaying numbered command lines 113-127 with various commands like passwd, ls, wc, and open]

In shells with history expansion, !121 repeats entry 121. Print or edit a command before running it when it can modify data. !! repeats the previous command, which is convenient but dangerous after a typo or after changing directories.

Search text with the shell's reverse search, often Ctrl-R, or filter the list:

history | grep docker


[image: Terminal output showing history | grep docker command results with filtered docker-related commands including git clone and docker container commands]

History is not a secure audit log. A user can edit or clear it, several shells can overwrite one another's updates, and non-interactive commands may not be recorded. Use system logs or dedicated auditing for accountability.

It is also a secret-leak risk. Tokens and passwords typed as command arguments may be written to the history file. Prefer interactive prompts, standard input where appropriate, or a secret manager. If a secret was exposed, deleting one history line does not revoke it or remove it from process logs, terminal scrollback, backups, or remote systems—rotate the secret first.

history -c behavior and persistence vary by shell. Clearing the in-memory list may not remove the saved file, and another open shell may write old entries back. Check your Bash or zsh documentation before relying on it.

Try it: use reverse search to find a harmless earlier command, edit it without executing the original unchanged, then inspect which history file your shell uses.

History features are shell behavior, so Bash and zsh details can differ even on the same operating system.



Check your understanding: terminal navigation

Check shells, prompts, paths, directory navigation, listing options, command history, and built-in help.

Answer each question before continuing. Read the explanation after every answer, including the ones you get right.

Take this interactive quiz online





Working with files

Create, inspect, copy, move, link, and find files and folders.


The UNIX Filesystem Commands

Learn the core UNIX filesystem commands, from mkdir, cd, ls, and cp to setting permissions with chmod and chown, so you can manage files from the terminal.

I wrote this manual with the goal of making it easy to learn, remember and reference the main UNIX filesystem utilities. macOS and GNU/Linux are both UNIX systems, in practical terms. macOS is a certified UNIX, based on BSD UNIX, while GNU/Linux is UNIX-like, or a UNIX derivative.

After an introduction to the filesystem and how it works, I will cover the details of the following commands:

Working with folders and files


	mkdir

	cd

	pwd

	rmdir

	ls

	touch

	mv

	cp

	ln



Permissions


	chmod

	chown

	chgrp



Files content


	cat

	less

	find

	cpio

	dd

	wc




How the Filesystem works

Every modern computer system relies on a filesystem to store and retrieve programs. Not everything can be kept in memory, which is a precious and limited resource, and we need a safe place where to store data when the computer restarts or is shut off. Memory is completely wiped off any time the computer restarts, while the disk structure is persistent.

In this guide I examine in particular the UNIX filesystem, which can be found on macOS and GNU/Linux machines. The Windows filesystem is different, although Windows 10 with the Windows Subsystem for Linux installed allows you to use the same utilities that I describe here.

A filesystem starts from /. This is the root node which hosts the first level directories.

Usual directories that you will find in a UNIX system are


	/bin contains the main system commands

	/etc contains the system configuration

	/dev contains the system devices

	/usr contains the user files

	/tmp contains the temporary files



...there are more, but you get the idea.

How many depends on the type of system used. Linux has standardised the folders using its Linux Standard Base effort, and you usually have:


	/bin the main system commands

	/boot the files used to boot the machine (not existing on macOS)

	/dev system devices

	/etc system configuration files

	/etc/opt user programs configuration files

	/home the home directories of users (/Users in macOS)

	/lib the system libraries (not existing on macOS)

	/mnt mounted filesystems

	/opt user programs

	/proc user by kernel and processes (not existing on macOS)

	/root the home folder of the root user (not existing on macOS)

	/run (not existing on macOS)

	/sbin system binaries user for booting the system

	/tmp temporary files

	/usr holds user software, libraries and tools

	/usr/bin user binaries

	/usr/include user header files

	/usr/lib user libraries

	/usr/local used by user software to store installations, like Homebrew on macOS

	/usr/sbin system binaries

	/usr/share contains architecture-independent data. It can hold a lot of miscellaneous stuff including documentation and man pages

	/usr/src contains the source code of installed packages (not existing in macOS)

	/var contains temporary files, logs and more



macOS has various different folders, including


	/Applications stores the users applications

	/Library holds the library (settings and resources) used globally by users of the system

	/System holds system files

	/private holds system files, logs and more



Each folder contains files and directories, which in turn can contain other files and directories, and so on.

All files and folders have a name.

What makes a valid name? It can be long from 1 to 255 characters, and it must be composed from any alphanumeric character (a-z/A-Z/0-9), the underscore character (_), dot (.) and comma (,) characters.

You can also use space, although generally not recommended as space needs to be escaped with a backslash every time you must reference the file/folder.

Depending on the system, the filesystem can be case sensitive. On macOS the filesystem is not case sensitive by default, so you can't have a file/folder named test and another called Test. They are the same thing.

I am now going to introduce the various utility commands. Those are executed in the context of a shell, like Bash, Fish or Zsh. When you start a shell, you are going to be in your home directory. In macOS, that is found in the /Users/<yourname>/ path.

The commands don't change if you change the shell you use, because those are the basic, fundamentals commands of UNIX. You will likely use those commands for many decades unless some revolution in the computing world happens (and they happen, but those server-side things usually move slow). To give you some perspective, the mkdir command you will now see was introduced in UNIX AT&T Version 1, in the early 80s.



Working with folders and files


mkdir

You create folders using the mkdir command:

mkdir fruits


You can create multiple folders with one command:

mkdir dogs cars


You can also create multiple nested folders by adding the -p option:

mkdir -p fruits/apples


Options in UNIX commands commonly take this form. You add them right after the command name, and they change how the command behaves. You can often combine multiple options, too.

You can find which options a command supports by typing man <commandname>. Try now with man mkdir for example (press the q key to esc the man page). Man pages are the amazing built-in help for UNIX.



cd

Once you create a folder, you can move into it using the cd command. cd means change directory. You invoke it specifying a folder to move into. You can specify a folder name, or an entire path.

Example:

mkdir fruits
cd fruits


Now you are into the fruits folder.

You can use the .. special path to indicate the parent folder:

cd .. #back to the home folder


The # character indicates the start of the comment, which lasts for the entire line after it's found.

You can use it to form a path:

mkdir fruits
mkdir cars
cd fruits
cd ../cars


There is another special path indicator which is ., and indicates the current folder.

You can also use absolute paths, which start from the root folder /:

cd /etc




pwd

Whenever you feel lost in the filesystem, call the pwd command to know where you are:

pwd


It will print the current folder path.



rmdir

Just as you can create a folder using mkdir, you can delete a folder using rmdir:

mkdir fruits
rmdir fruits


You can also delete multiple folders at once:

mkdir fruits cars
rmdir fruits cars


The folder you delete must be empty.

To delete folders with files in them, we'll use the more generic rm command which deletes files and folders, using the -rf options:

rm -rf fruits cars


Be careful as this command does not ask for confirmation and it will immediately remove anything you ask it to remove.

There is no bin when removing files from the command line, and recovering lost files can be hard.



ls

Inside a folder you can list all the files that the folder contains using the ls command:

ls


If you add a folder name or path, it will print that folder contents:

ls /bin


[image: Terminal output showing ls /bin command displaying various system commands in a colorized list]

ls accepts a lot of options. One of my favorite options combinations is -al. Try it:

ls -al /bin


[image: Terminal output showing ls -al /bin with detailed file permissions, ownership, and modification dates]

compared to the plain ls, this returns much more information.

You have, from left to right:


	the file permissions (and if your system supports ACLs, you get an ACL flag as well)

	the number of links to that file

	the owner of the file

	the group of the file

	the file size in bytes

	the file modified datetime

	the file name



This set of data is generated by the l option. The a option instead also shows the hidden files.

Hidden files are files that start with a dot (.).



touch

You can create an empty file using the touch command:

touch apple


If the file already exists, it opens the file in write mode, and the timestamp of the file is updated.



mv

Once you have a file, you can move it around using the mv command. You specify the file current path, and its new path:

touch test
mv pear new_pear


The pear file is now moved to new_pear. This is how you rename files and folders.

If the last parameter is a folder, the file located at the first parameter path is going to be moved into that folder. In this case, you can specify a list of files and they will all be moved in the folder path identified by the last parameter:

touch pear
touch apple
mkdir fruits
mv pear apple fruits #pear and apple moved to the fruits folder




cp

You can copy a file using the cp command:

touch test
cp apple another_apple


To copy folders you need to add the -r option to recursively copy the whole folder contents:

mkdir fruits
cp -r fruits cars




ln

Let's now introduce the concept of links. A link is a file that points to another file. We have those in all the major operating systems.

We can create two types of links: hard links and symbolic (soft) links. We can't create a hard link to a directory, but we can create a symbolic one. For this reason, symbolic links (also called symlinks) are much more common.

We create a symbolic link using this syntax: ln -s original linkname. Example:

mkdir fruits
ln -s fruits newfruits


[image: Terminal showing symbolic link creation with ln -s fruits newfruits and ll command output displaying the link]


Notice how I used the ll command. This is not a standard command, but an alias for ls -al. In a shell, you can define aliases that are shortcuts to common command and arguments combinations.






Permissions

I mentioned permissions briefly before, when introduced the ls -al command.

The weird string you see on each file line, like drwxr-xr-x, defines the permissions of the file or folder.

Let's dissect it.

The first letter indicates the type of file:


	- means it's a normal file

	d means it's a directory

	l means it's a link



Then you have 3 sets of values:


	The first set represents the permissions of the owner of the file

	The second set represents the permissions of the members of the group the file is associated to

	The third set represents the permissions of the everyone else



Those sets are composed by 3 values. rwx means that specific persona has read, write and execution access. Anything that is removed is swapped with a -, which lets you form various combinations of values and relative permissions: rw-, r--, r-x, and so on.

You can change the permissions given to a file using the chmod command.

chmod can be used in 2 ways. The first is using symbolic arguments, the second is using numeric arguments. Let's start with symbols first, which is more intuitive.

You type chmod followed by a space, and a letter:


	a stands for all

	u stands for user

	g stands for group

	o stands for others



Then you type either + or - to add a permission, or to remove it. Then you enter one or more permissions symbols (r, w, x).

All followed by the file or folder name.

Here are some examples:

chmod a+r filename #everyone can now read
chmod a+rw filename #everyone can now read and write
chmod o-rwx filename #others (not the owner, not in the same group of the file) cannot read, write or execute the file


You can apply the same permissions to multiple personas by adding multiple letters before the +/-:

chmod og-r filename #other and group can't read any more


In case you are editing a folder, you can apply the permissions to every file contained in that folder using the -r (recursive) flag.

Numeric arguments are faster but I find them hard to remember when you are not using them day to day. You use a digit that represents the permissions of the persona. This number value can be a maximum of 7, and it's calculated in this way:


	1 if has execution permission

	2 if has write permission

	4 if has read permission



This gives us 4 combinations:


	0 no permissions

	1 can execute

	2 can write

	3 can write, execute

	4 can read

	5 can read, execute

	6 can read, write

	7 can read, write and execute



We use them in pairs of 3, to set the permissions of all the 3 groups altogether:

chmod 777 filename
chmod 755 filename
chmod 644 filename



Owner and group

You can change the owner of a file using the chown command:

chown <username> <filename>


You can change the group of a file using the chgrp command:

chgrp <group> <filename>





Managing files content


less

The less command is one I use a lot. It shows you the contents stored inside a file, in a nice and interactive UI.

Usage: less <filename>.

[image: Less command displaying a markdown file with YAML frontmatter and content in interactive text viewer]

Once you are inside a less session, you can quit by pressing q.

You can navigate the file contents using the up and down keys, or using the space bar and b to navigate page by page. You can also jump to the end of the file pressing G and jump back to the start pressing g.

You can search contents inside the file by pressing / and typing a word to search. This searches forward. You can search backwards using the ? symbol and typing a word.

This command just visualises the file's content. You can directly open an editor by pressing v. It will use the system editor, which in most cases is vim.

Pressing the F key enters follow mode, or watch mode. When the file is changed by someone else, like from another program, you get to see the changes live. By default this is not happening, and you only see the file version at the time you opened it. You need to press ctrl-C to quit this mode. In this case the behaviour is similar to running the tail -f <filename> command.

You can open multiple files, and navigate through them using :n (to go to the next file) and :p (to go to the previous).



tail

I just mentioned tail in the previous command, so let's use this opportunity to explain what it does.

Its best use case in my opinion is when called with the -f option. It opens the file at the end, and watches for file changes. Any time there is new content in the file, it is printed in the window. This is great for watching log files, for example:

tail -f /var/log/system.log


To exit, press ctrl-C.

You can print the last 10 lines in a file:

tail -n 10 <filename>


You can print the whole file content starting from a specific line using + before the line number:

tail -n +10 <filename>


tail can do much more and as always my advice is to check man tail.



cat

Similar to tail in some way, we have cat. Except cat can also add content to a file, and this makes it super powerful.

In its simplest usage, cat prints a file's content to the standard output:

cat file


You can print the content of multiple files:

cat file1 file2


and using the output redirection operator > you can concatenate the content of multiple files into a new file:

cat file1 file2 > file3


Using >> you can append the content of multiple files into a new file, creating it if it does not exist:

cat file1 file2 >> file3


When watching source code files it's great to see the line numbers, and you can have cat print them using the -n option:

cat -n file1


You can only add a number to non-blank lines using -b, or you can also remove all the multiple empty lines using -s.

cat is often used in combination with the pipe operator | to feed a file content as input to another command: cat file1 | anothercommand.



wc

wc means word count. Here is the most common usage:


	wc -l file1 count lines

	wc -w file1 count words

	wc -c file1 count characters

	wc -m file1 count characters with multibyte support (i.e. emojis count as 1, not as multiple characters)



You can run wc providing multiple files, in which case it will do the calculations on each file separately, and then print a summary:

[image: Terminal showing wc command examples counting characters and lines in multiple files with totals]



find

The find command can be used to find files or folders matching a particular search pattern. It searches recursively.

Let's learn it by example.

Find all the files under the current tree that have the .js extension and print the relative path of each file matching:

find . -name '*.js'


It's important to use quotes around special characters like * to avoid the shell interpreting them.

Find directories under the current tree matching the name "src":

find . -type d -name src


Use -type f to search only files, or -type l to only search symbolic links.

-name is case sensitive. use -iname to perform a case-insensitive search.

You can search under multiple root trees:

find folder1 folder2 -name filename.txt


Find directories under the current tree matching the name "node_modules" or 'public':

find . -type d -name node_modules -or -name public


You can also exclude a path, using -not -path:

find . -type d -name '*.md' -not -path 'node_modules/*'


You can search files that have more than 100 characters (bytes) in them:

find . -type f -size +100c


Search files bigger than 100KB but smaller than 1MB:

find . -type f -size +100k -size -1M


Search files edited more than 3 days ago

find . -type f -mtime +3


Search files edited in the last 24 hours

find . -type f -mtime -1


You can delete all the files matching a search by adding the -delete option. This deletes all the files edited in the last 24 hours:

find . -type f -mtime -1 -delete


You can execute a command on each result of the search. In this example we run cat to print the file content:

find . -type f -exec cat {} \;


notice the terminating \;. {} is filled with the file name at execution time.





Linux commands: touch

Learn how the Linux touch command creates a new empty file, and how running it on a file that already exists just updates that file's modification timestamp.

touch updates a file's access and modification timestamps. When the path does not exist, it creates an empty file:

touch apple.txt


Inspect the result:

ls -l apple.txt
touch apple.txt
ls -l apple.txt


The second touch does not open the file in write mode and does not erase its contents. It changes timestamps. This distinction makes it safe for build tools that use modification time to decide whether work is stale.

Use -c when you want to update an existing path without creating it:

touch -c optional.txt


You can set a specific timestamp with -t, although the exact accepted format is easy to mistype. Prefer copying a known timestamp when that expresses the goal:

touch -r source.txt destination.txt


Creating a file with touch says nothing about its contents or permissions beyond the normal defaults. Use redirection when you need content, for example printf '%s\n' 'hello' > greeting.txt.

Try it: put text in a file, record ls -l and stat output, run touch, and verify that the text stays while the modification time changes.



Linux commands: mkdir

Learn how the Linux mkdir command creates folders, makes several at once in a single call, and builds nested directories in one go with the -p option.

You create folders using the mkdir command:

mkdir fruits


Verify it worked with ls, which now lists the new folder.

If a folder with that name already exists, mkdir refuses and tells you:

mkdir fruits
# mkdir: fruits: File exists


Nothing gets overwritten. The existing folder and everything inside it are safe.

You can create multiple folders with one command:

mkdir dogs cars


You can also create multiple nested folders by adding the -p option:

mkdir -p fruits/apples


The -p matters here. Without it, mkdir fruits/apples fails with No such file or directory when fruits doesn't exist yet, because plain mkdir only creates the final piece of the path. -p creates every missing parent along the way.

-p has a second useful behavior: it stays silent when the directory already exists, instead of failing. That makes the command safe to run twice, which is why mkdir -p shows up in so many scripts — the script works on the first run and on every run after.

Add -v and the command narrates each directory it creates, a nice confirmation when -p builds several levels at once:

mkdir -pv fruits/pears


Options in UNIX commands commonly take this form. You add them right after the command name, and they change how the command behaves. You can often combine multiple options, too — -pv above is -p and -v together.

You can find which options a command supports by typing man <commandname>. Try now with man mkdir for example (press the q key to esc the man page). Man pages are the amazing built-in help for UNIX.



Linux commands: cp

Learn how the Linux cp command copies files from one place to another, and how the -r recursive option lets you copy entire folders and their contents.

cp creates a new directory entry with copied contents:

cp report.txt report-backup.txt


If the destination is a directory, the copy keeps the source filename:

cp report.txt backups/


Copy directories recursively with -R:

cp -R site site-backup


The most important question is what already exists at the destination. Plain cp can overwrite a file without a prompt. During manual work, cp -i asks before overwriting and cp -n skips existing destinations on implementations that support it. Check the exit status rather than assuming every file copied.

Metadata behavior matters too. A basic copy may give the destination new timestamps and ownership. cp -p preserves selected metadata; archive options vary between systems. For a portable lesson, inspect the files after copying instead of assuming Linux and macOS flags are identical.

Always quote paths that can contain spaces:

cp "Quarterly report.txt" "backups/Quarterly report.txt"


Before a large recursive copy, list the source and destination, verify available disk space, and consider whether a synchronization tool such as rsync better matches incremental updates.

Try it: copy a file, modify the original, and compare them with cmp. The copy is independent; later changes to the source do not update it.



Linux commands: mv

Learn how the Linux mv command moves a file to a new path, how it doubles as the way you rename files, and how to move several files into a folder at once.

mv changes a path's name or location:

touch pear
mv pear new_pear


Within one filesystem this is often a metadata change, so moving a large file can be nearly instant. Across filesystems, the implementation must copy the data and remove the source, which takes longer and introduces more failure points.

When the final argument is a directory, move one or more sources into it:

touch pear
touch apple
mkdir fruits
mv pear apple fruits/


The destination is the main risk. Plain mv can replace an existing file. For interactive work, mv -i asks before overwriting. mv -n avoids overwriting where supported. In scripts, check beforehand and handle the race or use application-level atomic file operations when correctness depends on it.

Quote paths with spaces and use -- before names that may begin with a dash:

mv -- "draft report.md" "final report.md"


After a move, verify both sides:

test ! -e old-name && test -e new-name


Moving an open file does not necessarily stop a running Unix process from using it; the process may still hold the underlying file descriptor. That is why log rotation and deployments need deliberate coordination.

Try it: move a file within a directory, then across two mounted filesystems if available. Compare timing and explain the different failure modes.



Linux commands: cat

Learn how the Linux cat command prints a file to standard output, joins multiple files into one with redirection, and shows line numbers with the -n option.

Similar to tail in some way, we have cat. Except cat can also add content to a file, and this makes it super powerful.

In its simplest usage, cat prints a file's content to the standard output:

cat file


You can print the content of multiple files:

cat file1 file2


and using the output redirection operator > you can concatenate the content of multiple files into a new file:

cat file1 file2 > file3


Using >> you can append the content of multiple files into a new file, creating it if it does not exist:

cat file1 file2 >> file3


When watching source code files it's great to see the line numbers, and you can have cat print them using the -n option:

cat -n file1


You can only add a number to non-blank lines using -b, or you can also remove all the multiple empty lines using -s.

cat is often used in combination with the pipe operator | to feed a file content as input to another command: cat file1 | anothercommand.


This command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: less

Learn how the Linux less command shows a file in an interactive viewer, where you scroll, search with /, and press F for live follow mode like tail -f.

The less command is one I use a lot. It shows you the content stored inside a file, in a nice and interactive UI.

Usage: less <filename>.

[image: Terminal window showing the less command displaying a markdown file with frontmatter and content about bash shell scripting]

Once you are inside a less session, you can quit by pressing q.

You can navigate the file contents using the up and down keys, or using the space bar and b to navigate page by page. You can also jump to the end of the file pressing G and jump back to the start pressing g.

You can search contents inside the file by pressing / and typing a word to search. This searches forward. You can search backwards using the ? symbol and typing a word.

This command just visualises the file's content. You can directly open an editor by pressing v. It will use the system editor, which in most cases is vim.

Pressing the F key enters follow mode, or watch mode. When the file is changed by someone else, like from another program, you get to see the changes live. By default this is not happening, and you only see the file version at the time you opened it. You need to press ctrl-C to quit this mode. In this case the behaviour is similar to running the tail -f <filename> command.

You can open multiple files, and navigate through them using :n (to go to the next file) and :p (to go to the previous).


This command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: find

Learn how the Linux find command searches recursively for files and folders by name, type, size, or age, and runs a command on each match with -exec.

The find command can be used to find files or folders matching a particular search pattern. It searches recursively.

Let's learn it by example.

Find all the files under the current tree that have the .js extension and print the relative path of each file matching:

find . -name '*.js'


It's important to use quotes around special characters like * to avoid the shell interpreting them.

Find directories under the current tree matching the name "src":

find . -type d -name src


Use -type f to search only files, or -type l to only search symbolic links.

-name is case sensitive. use -iname to perform a case-insensitive search.

You can search under multiple root trees:

find folder1 folder2 -name filename.txt


Find directories under the current tree matching the name "node_modules" or 'public':

find . -type d -name node_modules -or -name public


You can also exclude a path, using -not -path:

find . -type d -name '*.md' -not -path 'node_modules/*'


You can search files that have more than 100 characters (bytes) in them:

find . -type f -size +100c


Search files bigger than 100KB but smaller than 1MB:

find . -type f -size +100k -size -1M


Search files edited more than 3 days ago

find . -type f -mtime +3


Search files edited in the last 24 hours

find . -type f -mtime -1


You can delete all the files matching a search by adding the -delete option. This deletes all the files edited in the last 24 hours:

find . -type f -mtime -1 -delete


You can execute a command on each result of the search. In this example we run cat to print the file content:

find . -type f -exec cat {} \;


notice the terminating \;. {} is filled with the file name at execution time.

If building the right find command feels like a puzzle, I made a find command builder that puts it together for you.



Linux commands: ln

Learn how the Linux ln command creates links to files: hard links that share content, and soft links made with -s that can point to directories too.

The ln command is part of the Linux file system commands.

It's used to create links. What is a link? It's like a pointer to another file. A file that points to another file. You might be familiar with Windows shortcuts. They're similar.

We have 2 types of links: hard links and soft links.


Hard links

Hard links are rarely used. They have a few limitations: you can't link to directories, and you can't link to external filesystems (disks).

A hard link is created using

ln <original> <link>


For example, say you have a file called recipes.txt. You can create a hard link to it using:

ln recipes.txt newrecipes.txt


The new hard link you created is indistinguishable from a regular file:

[image: Terminal showing ls -al newrecipes.txt output displaying a regular file with standard permissions]

Now any time you edit any of those files, the content will be updated for both.

If you delete the original file, the link will still contain the original file content, as that's not removed until there is one hard link pointing to it.

[image: Terminal showing hard link creation and file access after deleting original, demonstrating content preservation]



Soft links

Soft links are different. They are more powerful as you can link to other filesystems and to directories, but when the original is removed, the link will be broken.

You create soft links using the -s option of ln:

ln -s <original> <link>


For example, say you have a file called recipes.txt. You can create a soft link to it using:

ln -s recipes.txt newrecipes.txt


In this case you can see there's a special l flag when you list the file using ls -al, and the file name has a @ at the end, and it's colored differently if you have colors enabled:

[image: Terminal showing ls -al output for soft link with l flag and arrow pointing to target file]

Now if you delete the original file, the links will be broken, and the shell will tell you "No such file or directory" if you try to access it:

[image: Terminal showing broken soft link error message No such file or directory when accessing deleted target]


This command works on Linux, macOS, WSL, and anywhere you have a UNIX environment






Check your understanding: files and folders

Check file creation, copying, moving, deletion, viewing, links, wildcards, and finding content on the filesystem.

Answer each question before continuing. Read the explanation after every answer, including the ones you get right.

Take this interactive quiz online





Permissions and users

Users, groups, ownership, modes, sudo, and safe access changes.


Linux commands: whoami

Learn how the Linux whoami command prints the user name currently logged in to your terminal session, and how it differs from the more detailed who am i.

whoami prints the effective user identity of the current process:

whoami


[image: Terminal window showing the whoami command executed, returning flavio as the current user]

The word “effective” matters. After sudo, a container switch, or another privilege-changing tool, the process may run as a different user from the account that originally opened the session.

Compare these commands:

whoami
id
who am i


id shows the effective user ID, primary group, and supplementary groups. who am i reports the login session when that information is available; it is not a more detailed spelling of whoami.

This is a useful first diagnostic for permission errors. Before changing permissions, ask:


	Which user is the failing process actually running as?

	Which groups does it belong to?

	Who owns the file or socket it needs?



For example, a command that works under sudo but fails normally usually reveals an ownership, group, or configuration problem. Running everything as root hides that problem and increases the impact of mistakes.

Try it: run whoami and id, then inspect a file with ls -l. Explain whether your effective user can read, write, and execute it from the displayed permission bits.



Linux commands: who

Learn how the Linux who command lists the users currently logged in to the system, why you appear multiple times, and what the -aH flags add to the output.

The who command displays the users logged in to the system.

Unless you're using a server multiple people have access to, chances are you will be the only user logged in, multiple times:

[image: Terminal showing who command output with user flavio logged in multiple times on different ttys terminals with timestamps]

Why multiple times? Because each shell opened will count as an access.

You can see the name of the terminal used, and the time/day the session was started.

The -aH flags will tell who to display more information, including the idle time and the process ID of the terminal:

[image: Terminal showing who -aH command output with column headers USER LINE WHEN IDLE PID COMMENT and detailed session information]

The special who am i command will list the current terminal session details:

[image: Terminal showing who am i command output displaying single line with current user flavio on ttys004 terminal]

[image: Terminal showing who -aH am i command with detailed header columns and current session info including PID for user flavio]


The who command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: chmod

Learn how the Linux chmod command changes file permissions for the owner, group, and others, using symbolic letters like u+x or numeric modes like 644.

Every file in the Linux / macOS Operating Systems (and UNIX systems in general) has 3 permissions: Read, write, execute.

Go into a folder, and run the ls -al command.

[image: Terminal output of ls -al command showing file permissions, ownership, sizes, and names in a directory listing]

The weird strings you see on each file line, like drwxr-xr-x, define the permissions of the file or folder.

Let's dissect it.

The first letter indicates the type of file:


	- means it's a normal file

	d means it's a directory

	l means it's a link



Then you have 3 sets of values:


	The first set represents the permissions of the owner of the file

	The second set represents the permissions of the members of the group the file is associated to

	The third set represents the permissions of the everyone else



Those sets are composed by 3 values. rwx means that specific persona has read, write and execution access. Anything that is removed is swapped with a -, which lets you form various combinations of values and relative permissions: rw-, r--, r-x, and so on.

You can change the permissions given to a file using the chmod command.

chmod can be used in 2 ways. The first is using symbolic arguments, the second is using numeric arguments. Let's start with symbols first, which is more intuitive.

You type chmod followed by a space, and a letter:


	a stands for all

	u stands for user

	g stands for group

	o stands for others



Then you type either + or - to add a permission, or to remove it. Then you enter one or more permissions symbols (r, w, x).

All followed by the file or folder name.

Here are some examples:

chmod a+r filename #everyone can now read
chmod a+rw filename #everyone can now read and write
chmod o-rwx filename #others (not the owner, not in the same group of the file) cannot read, write or execute the file


You can apply the same permissions to multiple personas by adding multiple letters before the +/-:

chmod og-r filename #other and group can't read any more


In case you are editing a folder, you can apply the permissions to every file contained in that folder using the -r (recursive) flag.

Numeric arguments are faster but I find them hard to remember when you are not using them day to day. You use a digit that represents the permissions of the persona. This number value can be a maximum of 7, and it's calculated in this way:


	1 if has execution permission

	2 if has write permission

	4 if has read permission



This gives us 4 combinations:


	0 no permissions

	1 can execute

	2 can write

	3 can write, execute

	4 can read

	5 can read, execute

	6 can read, write

	7 can read, write and execute



We use them in pairs of 3, to set the permissions of all the 3 groups altogether:

chmod 777 filename
chmod 755 filename
chmod 644 filename


If you don't want to do the math, I built a free chmod calculator that converts between the rwx notation, octal numbers, and ls -l output.


The chmod command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: chown

Learn how the Linux chown command changes the owner of a file or directory, sets owner and group at once, and applies changes recursively with the -R flag.

Every file/directory in an Operating System like Linux or macOS (and every UNIX systems in general) has an owner.

The owner of a file can do everything with it. It can decide the fate of that file.

The owner (and the root user) can change the owner to another user, too, using the chown command:

chown <owner> <file>


Like this:

chown flavio test.txt


For example if you have a file that's owned by root, you can't write to it as another user:

[image: Terminal showing Permission denied error when trying to write to test.txt file as non-owner user]

You can use chown to transfer the ownership to you:

[image: Terminal showing successful chown command transferring test.txt ownership to flavio user]

It's rather common to have the need to change the ownership of a directory, and recursively all the files contained, plus all the subdirectories and the files contained in them, too.

You can do so using the -R flag:

chown -R <owner> <file>


Files/directories don't just have an owner, they also have a group. Through this command you can change that simultaneously while you change the owner:

chown <owner>:<group> <file>


Example:

chown flavio:users test.txt


You can also just change the group of a file using the chgrp command:

chgrp <group> <filename>



The chown command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: sudo

Learn how the Linux sudo command runs a command as root using your own password, how sudo -i opens a root shell, and how -u runs it as any other user.

sudo is commonly used to run a command as root.

You must be enabled to use sudo, and once you do, you can run commands as root by entering your user's password (not the root user password).

The permissions are highly configurable, which is great especially in a multi-user server environment, and some users can be granted access to running specific commands through sudo.

For example you can edit a system configuration file:

sudo nano /etc/hosts


which would otherwise fail to save since you don't have the permissions for it.

You can run sudo -i to start a shell as root:

[image: Terminal showing sudo -i command prompting for password and changing prompt to root#]

You can use sudo to run commands as any user. root is the default, but use the -u option to specify another user:

sudo -u flavio ls /Users/flavio



The sudo command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: umask

Learn how the Linux umask command sets the default permissions for new files, reading octal values like 0022 and the -S human-readable notation.

When you create a file, you don't have to decide permissions up front. Permissions have defaults.

Those defaults can be controlled and modified using the umask command.

Typing umask with no arguments will show you the current umask, in this case 0022:

[image: Terminal showing umask command output displaying 0022]

What does 0022 mean? That's an octal value that represent the permissions.

Another common value is 0002.

Use umask -S to see a human-readable notation:

[image: Terminal showing umask -S command output displaying u=rwx,g=rx,o=rx permissions]

In this case, the user (u), owner of the file, has read, write and execution permissions on files.

Other users belonging to the same group (g) have read and execution permission, same as all the other users (o).

In the numeric notation, we typically change the last 3 digits.

Here's a list that gives a meaning to the number:


	0 read, write, execute

	1 read and write

	2 read and execute

	3 read only

	4 write and execute

	5 write only

	6 execute only

	7 no permissions



Note that this numeric notation differs from the one we use in chmod.

We can set a new value for the mask setting the value in numeric format:

umask 002


or you can change a specific role's permission:

umask g+r



The umask command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: passwd

Learn how the Linux passwd command changes your password through an interactive prompt, and how root can set another user's password without the old one.

Change your own account password interactively:

passwd


The program reads passwords without displaying them. Depending on the system and authentication setup, it may ask for the current password before accepting a new one:

[image: Terminal showing passwd command prompting for old password with cursor at input field]

An administrator can start the interactive flow for another account:

sudo passwd username


Do not put the new password on the command line. Command arguments may appear in shell history or process listings, and the common passwd interface does not take a plaintext password as a second argument.

If a password change is rejected, read the exact message. Systems can enforce minimum length, history, complexity, account state, or directory-service policy. Repeatedly trying small variations does not diagnose which rule failed.

Changing a local Unix password may not change an SSH key, cloud identity, Apple ID, or organization directory password. First identify which authentication system the login actually uses.

Administrators can inspect account-aging information with platform-specific tools such as chage on Linux. Locking, expiring, or resetting an account is security-sensitive: verify the username and keep another administrative session available when working remotely.

Try it on a disposable local account or lab machine. Confirm the command prompts interactively and that no password appears in history.



Check your understanding: permissions and users

Check ownership, groups, read-write-execute modes, chmod notation, sudo, umask, and permission failures.

Answer each question before continuing. Read the explanation after every answer, including the ones you get right.

Take this interactive quiz online





Pipes and text

Standard streams, redirection, filters, environment, and scripts.


Linux commands: echo

Learn how the Linux echo command prints its argument to the terminal, interpolates variables like $PATH, expands globs and ranges, and appends to a file.

The echo command does one simple job: it prints to the output the argument passed to it.

This example:

echo "hello"


will print hello to the terminal.

We can append the output to a file:

echo "hello" >> output.txt


We can interpolate environment variables:

echo "The path variable is $PATH"


[image: Terminal showing echo command interpolating PATH variable displaying system directory paths]

Beware that special characters need to be escaped with a backslash \. $ for example:

[image: Terminal showing echo command with and without escaped dollar sign demonstrating character escaping]

This is just the start. We can do some nice things when it comes to interacting with the shell features.

We can echo the files in the current folder:

echo *


We can echo the files in the current folder that start with the letter o:

echo o*


Any valid Bash (or any shell you are using) command and feature can be used here.

You can print your home folder path:

echo ~


[image: Terminal showing echo tilde command outputting the home directory path /Users/flavio]

You can also execute commands, and print the result to the standard output (or to file, as you saw):

echo $(ls -al)


[image: Terminal showing echo command executing ls -al subcommand with output displayed as single line]

Note that whitespace is not preserved by default. You need to wrap the command in double quotes to do so:

[image: Terminal showing echo command with quoted subcommand preserving whitespace formatting in directory listing]

You can generate a list of strings, for example ranges:

echo {1..5}


[image: Terminal showing echo command with brace expansion generating sequence 1 2 3 4 5 from {1..5}]


The echo command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: grep

Learn how the Linux grep command matches patterns in files or piped output, with -n for line numbers, -C for context, -i to ignore case, and -v to invert.

The grep command is a very useful tool, that when you master will help you tremendously in your day to day.


If you're wondering, grep stands for global regular expression print



You can use grep to search in files, or combine it with pipes to filter the output of another command.

For example here's how we can find the occurences of the document.getElementById line in the index.md file:

grep -n document.getElementById index.md


[image: Terminal showing grep command output matching document.getElementById in index.md without line numbers]

Using the -n option it will show the line numbers:

grep -n document.getElementById index.md


[image: Terminal showing grep -n command output with line numbers 60 and 128 for document.getElementById matches]

One very useful thing is to tell grep to print 2 lines before, and 2 lines after the matched line, to give us more context. That's done using the -C option, which accepts a number of lines:

grep -nC 2 document.getElementById index.md


[image: Terminal showing grep -nC 2 output displaying matched lines with 2 lines of context before and after]

Search is case sensitive by default. Use the -i flag to make it insensitive.

As mentioned, you can use grep to filter the output of another command. We can replicate the same functionality as above using:

less index.md | grep -n document.getElementById


[image: Terminal showing piped grep command using less index.md with line numbers for document.getElementById matches]

The search string can be a regular expression, and this makes grep very powerful.

Another thing you might find very useful is to invert the result, excluding the lines that match a particular string, using the -v option:

[image: Terminal showing ls -al command and grep -v excluding lines that match index.md from the output]


The grep command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: sort

Learn how the Linux sort command orders the lines of a file or piped input, with -r to reverse, -n for numeric order, and -u to drop duplicate lines.

Suppose you have a text file which contains the names of dogs:

[image: Terminal showing dogs.txt file with unsorted list of dog names: Roger, Syd, Vanille, Luna, Ivica, Tina]

This list is unordered.

The sort command helps us sorting them by name:

[image: Terminal showing sort dogs.txt command with output alphabetically sorted: Ivica, Luna, Roger, Syd, Tina, Vanille]

Use the r option to reverse the order:

[image: Terminal showing sort -r dogs.txt command with output in reverse alphabetical order: Vanille, Tina, Syd, Roger, Luna, Ivica]

Sorting by default is case sensitive, and alphabetic. Use the --ignore-case option to sort case insensitive, and the -n option to sort using a numeric order.

If the file contains duplicate lines:

[image: Nano text editor showing dogs.txt file with duplicate entries: Roger, Syd, Vanille, Luna, Ivica, Tina, Roger, Syd]

You can use the -u option to remove them:

[image: Terminal showing sort -u dogs.txt command with duplicates removed: Ivica, Luna, Roger, Syd, Tina, Vanille]

sort does not just works on files, as many UNIX commands it also works with pipes, so you can use on the output of another command, for example you can order the files returned by ls with:

ls | sort


sort is very powerful and has lots more options, which you can explore calling man sort.

[image: Terminal showing man sort manual page with command description, synopsis, and various options like -c, -m, -o, -S, -T, -u]

The sort command works on Linux, macOS, WSL, and anywhere you have a UNIX environment

If you have a list in your clipboard and want to sort or dedupe it without the terminal, I built a free line sorter that does both in the browser.



Linux commands: uniq

Learn how the Linux uniq command finds and removes duplicate lines in text, why you pair it with sort, and how -d, -u, and -c change what it reports.

uniq is a command useful to sort lines of text.

You can get those lines from a file, or using pipes from the output of another command:

uniq dogs.txt

ls | uniq


You need to consider this key thing: uniq will only detect adjacent duplicate lines.

This implies that you will most likely use it along with sort:

sort dogs.txt | uniq


The sort command has its own way to remove duplicates with the -u (unique) option. But uniq has more power.

By default it removes duplicate lines:

[image: Terminal showing cat dogs.txt with duplicate names, then sort dogs.txt | uniq removing duplicates to show each name once]

You can tell it to only display duplicate lines, for example, with the -d option:

sort dogs.txt | uniq -d


[image: Terminal showing cat dogs.txt with duplicate names, then uniq -d displaying only the duplicate lines Roger and Syd]

You can use the -u option to only display non-duplicate lines:

[image: Terminal showing cat dogs.txt with duplicate names, then uniq -u displaying only non-duplicate lines Ivica Luna Tina Vanille]

You can count the occurrences of each line with the -c option:

[image: Terminal showing cat dogs.txt with duplicates, then uniq -c displaying count numbers before each name 1 Ivica 1 Luna 2 Roger 2 Syd]

Use the special combination:

sort dogs.txt | uniq -c | sort -nr


to then sort those lines by most frequent:

[image: Terminal showing sort uniq -c sort -nr output with names sorted by frequency 2 Syd 2 Roger 1 Vanille 1 Tina 1 Luna 1 Ivica]

The uniq command works on Linux, macOS, WSL, and anywhere you have a UNIX environment

For a quick paste-and-clean pass over a block of text, I built a free line sorter that sorts lines and removes duplicates.



Linux commands: wc

Learn how the Linux wc command counts the lines, words, and bytes in a file or piped input, plus using -l, -w, -c, and -m for characters in Unicode text.

The wc command gives us useful information about a file or input it receives via pipes.

echo test >> test.txt
wc test.txt
1       1       5 test.txt


Example via pipes, we can count the output of running the ls -al command:

ls -al | wc
6      47     284


The first column returned is the number of lines. The second is the number of words. The third is the number of bytes.

We can tell it to just count the lines:

wc -l test.txt


or just the words:

wc -w test.txt


or just the bytes:

wc -c test.txt


Bytes in ASCII charsets equate to characters, but with non-ASCII charsets, the number of characters might differ because some characters might take multiple bytes, for example this happens in Unicode.

In this case the -m flag will help getting the correct value:

wc -m test.txt



The wc command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: xargs

Learn how the Linux xargs command turns the output of one command into arguments for another, like piping cat into rm, plus the handy -p and -n options.

The xargs command is used in a UNIX shell to convert input from standard input into arguments to a command.

In other words, through the use of xargs the output of a command is used as the input of another command.

Here's the syntax you will use:

command1 | xargs command2


We use a pipe (|) to pass the output to xargs. That will take care of running the command2 command, using the output of command1 as its argument(s).

Let's do a simple example. You want to remove some specific files from a directory. Those files are listed inside a text file.

We have 3 files: file1, file2, file3.

In todelete.txt we have a list of files we want to delete, in this example file1 and file3:

[image: Terminal showing ls command with files file1, file2, file3, todelete.txt and cat command displaying todelete.txt contents]

We will channel the output of cat todelete.txt to the rm command, through xargs.

In this way:

cat todelete.txt | xargs rm


That's the result, the files we listed are now deleted:

[image: Terminal after running xargs rm showing file1 and file3 deleted, with only file2 and todelete.txt remaining]

The way it works is that xargs will run rm 2 times, one for each line returned by cat.

This is the simplest usage of xargs. There are several options we can use.

One of the most useful in my opinion, especially when starting to learn xargs, is -p. Using this option will make xargs print a confirmation prompt with the action it's going to take:

[image: Terminal showing xargs -p option with confirmation prompt asking rm file1 file3]

The -n option lets you tell xargs to perform one iteration at a time, so you can individually confirm them with -p. Here we tell xargs to perform one iteration at a time with -n1:

[image: Terminal showing xargs -p -n1 option with individual confirmation prompt asking rm file1]

The -I option is another widely used one. It allows you to get the output into a placeholder, and then you can do various things.

One of them is to run multiple commands:

command1 | xargs -I % /bin/bash -c 'command2 %; command3 %'


[image: Terminal showing xargs -I option with placeholder running multiple commands ls and rm with confirmation prompt]


You can swap the % symbol I used above with anything else, it's a variable



The xargs command works on Linux, macOS, WSL, and anywhere you have a UNIX environment



How to set environment variables in bash and zsh

Learn how to set environment variables in Bash and zsh with export, how to persist them in .bashrc or .zshrc, and the env prefix trick for the Fish shell.

An environment variable is a name/value pair inherited by child processes. In Bash and zsh, assign a shell variable and export it:

Setting them in the shell is the same:

export APP_ENV=development


Read it with printf or inspect the exported environment:

printf '%s\n' "$APP_ENV"
env | grep '^APP_ENV='


Typing $APP_ENV by itself tries to execute its value as a command. Variable expansion supplies text; it is not a print operation.

Limit a value to one process by prefixing the command:

APP_ENV=test node test.js


The current shell is unchanged after that command exits. This is ideal for one-off configuration.

To persist settings for future interactive shells, put them in the startup file your shell actually reads, commonly ~/.zshrc for zsh or ~/.bashrc for interactive Bash. Reload a known file with source ~/.zshrc, or open a new shell. Startup-file behavior differs between login and interactive shells, so diagnose with echo "$SHELL" and the shell's documentation instead of editing every dotfile.

Environment variables are visible to the process and often to child processes and diagnostic tools. Do not treat them as encrypted storage. Avoid committing secrets to startup files or printing them in logs.

Remove a variable from the current shell with:

unset APP_ENV


Try it: export a value, read it from a child sh -c process, unset it, and confirm the next child no longer receives it.



Linux commands: export

Learn how the Linux export command makes a variable available to child processes and subshells, how to append to PATH, and how to remove a variable with -n.

The export command is used to export variables to child processes.

What does this mean?

Suppose you have a variable TEST defined in this way:

TEST="test"


You can print its value using echo $TEST:

[image: Terminal showing echo $TEST command outputting the value test]

But if you try defining a Bash script in a file script.sh with the above command:

[image: Nano editor showing script.sh file with echo $TEST command]

Then you set chmod u+x script.sh and you execute this script with ./script.sh, the echo $TEST line will print nothing!

This is because in Bash the TEST variable was defined local to the shell. When executing a shell script or another command, a subshell is launched to execute it, which does not contain the current shell local variables.

To make the variable available there we need to define TEST not in this way:

TEST="test"


but in this way:

export TEST="test"


Try that, and running ./script.sh now should print "test":

[image: Terminal showing export TEST="test" command followed by ./script.sh execution printing test]

Sometimes you need to append something to a variable. It's often done with the PATH variable. You use this syntax:

export PATH=$PATH:/new/path


It's common to use export when you create new variables in this way, but also when you create variables in the .bash_profile or .bashrc configuration files with Bash, or in .zshenv with Zsh.

To remove a variable, use the -n option:

export -n TEST


Calling export without any option will list all the exported variables.

The export command works on Linux, macOS, WSL, and anywhere you have a UNIX environment



Introduction to Bash Shell Scripting

Learn Bash scripting with executable files, variables, quoting, conditions, loops, functions, arrays, positional arguments, and getopts.

Bash scripts put shell commands into a file so you can repeat a task.

Bash is both a command interpreter and a programming language. It has variables, conditions, loops, arrays, functions, and input/output redirection.

Shell scripts are excellent for connecting command-line tools. When a script grows into a large application, another language may be easier to test and maintain.


Check out my introduction to Bash first if the shell is new to you.




Create a script

Create a file named hello.sh:

#!/usr/bin/env bash

echo "Hello from Bash"


The first line is the shebang. It asks env to find bash in the current PATH.

Use an exact path such as #!/bin/bash when the environment guarantees that location and you want that specific interpreter.

Make the file executable:

chmod u+x hello.sh


Run it:

./hello.sh


Alternatively, pass the file to Bash:

bash hello.sh


In that form, Bash is already the interpreter and does not use the shebang to choose one.

Check syntax without running the script:

bash -n hello.sh




Add comments

A comment starts with #:

#!/usr/bin/env bash

# Print a greeting
echo "Hello"


The shebang is the special first-line exception.



Create variables

Assign a value without spaces around =:

name="Flavio"
count=3


Read a variable with $:

echo "$name"
echo "$count"


Quote variable expansions unless you specifically need word splitting or filename expansion:

file_name="My notes.txt"
cat "$file_name"


Without quotes, Bash can split one value into several arguments and expand wildcard characters.

Environment variables are inherited by child processes only when exported:

export APP_ENV="production"




Capture command output

Use command substitution:

current_date=$(date +%F)
echo "Today is $current_date"


$(...) is easier to nest and read than the older backtick syntax.



Work with exit statuses

Every command returns an exit status.

0 means success. A nonzero value means failure.

Run a second command only when the first succeeds:

mkdir -p backup && cp notes.txt backup/


Run a fallback when the first command fails:

cp notes.txt backup/ || echo "The copy failed" >&2


Negate a command's status with !:

if ! grep -q "ready" status.txt
then
  echo "Not ready"
fi




Write conditions

Use [[ ... ]] for Bash string and file tests:

dog_name="Roger"

if [[ -z $dog_name ]]
then
  echo "A name is required"
else
  echo "The dog is $dog_name"
fi


-z tests for an empty string. Use -n for a non-empty string.

Compare strings:

if [[ $dog_name == "Roger" ]]
then
  echo "Found Roger"
fi


Test files:

if [[ -f notes.txt ]]
then
  echo "notes.txt is a regular file"
fi


Common file tests include:


	-e exists

	-f is a regular file

	-d is a directory

	-r is readable

	-w is writable

	-x is executable



Use (( ... )) for integer arithmetic:

age=23
minimum=18

if (( age >= minimum ))
then
  echo "Old enough"
fi


Inside arithmetic expressions, use operators such as +, -, *, /, %, <, <=, ==, >=, and >.

The test command and [ ... ] also work, including in POSIX shell scripts. Their parsing rules differ from [[ ... ]], so do not mix the syntaxes blindly.



Use if, elif, and else

The complete shape is:

if command_one
then
  echo "First condition matched"
elif command_two
then
  echo "Second condition matched"
else
  echo "No condition matched"
fi


The commands after if and elif are tested by exit status.



Loop over values

Use for to iterate over a list:

for city in Copenhagen Rome Lisbon
do
  echo "$city"
done


Loop over script arguments without losing their boundaries:

for argument in "$@"
do
  echo "$argument"
done


"$@" expands to one quoted word per argument. Prefer it over $*.

Use while while a command succeeds:

count=1

while (( count <= 3 ))
do
  echo "$count"
  ((count += 1))
done


Use break to leave a loop and continue to skip to its next iteration.



Match values with case

case is clear when one value can match several patterns:

case $1 in
  start)
    echo "Starting"
    ;;
  stop)
    echo "Stopping"
    ;;
  restart|reload)
    echo "Restarting"
    ;;
  *)
    echo "Usage: $0 {start|stop|restart}" >&2
    exit 2
    ;;
esac


The *) branch is the fallback.



Read input

Use read -r so backslashes are not treated as escapes:

read -r -p "Your name: " name
echo "Hello $name"


Check whether input succeeded when a script can receive end-of-file:

if IFS= read -r line
then
  echo "$line"
fi


Setting IFS= preserves leading and trailing whitespace.



Use positional arguments

Bash exposes script arguments as:


	$0: the script name

	$1, $2, and so on: positional arguments

	$#: the number of positional arguments

	"$@": every positional argument, preserving boundaries



Example:

#!/usr/bin/env bash

if (( $# != 1 ))
then
  echo "Usage: $0 FILE" >&2
  exit 2
fi

file=$1
echo "Processing $file"


Use ${10} for argument ten and higher.



Parse options with getopts

The Bash getopts builtin parses short options:

verbose=false
name=""

while getopts ":vn:" option
do
  case $option in
    v)
      verbose=true
      ;;
    n)
      name=$OPTARG
      ;;
    :)
      echo "Option -$OPTARG needs a value" >&2
      exit 2
      ;;
    \?)
      echo "Unknown option: -$OPTARG" >&2
      exit 2
      ;;
  esac
done

shift "$((OPTIND - 1))"


The option name goes into option. An option's value goes into OPTARG.

The colon after n in :vn: means -n needs a value. The leading colon lets the script handle errors itself.

After shift, the remaining positional arguments start at $1.

Use -- when calling a command to mark the end of options:

./report.sh -v -- -july.csv


The single hyphen in the old tutorial was incorrect.



Create arrays

Create an indexed array:

breeds=(
  "husky"
  "setter"
  "border collie"
)


Read one element:

echo "${breeds[0]}"


Loop over every element:

for breed in "${breeds[@]}"
do
  echo "$breed"
done


Get the number of elements:

echo "${#breeds[@]}"


Always include the parameter expansion syntax. Writing breeds[0] by itself does not read the value.



Create functions

Define a function:

clean_folder() {
  local folder=$1

  echo "Cleaning $folder"
}


Call it like another command:

clean_folder "/Users/flavio/Desktop"


Function arguments use $1, $2, and "$@".

Variables are not all global. Use the Bash local builtin to keep a function variable inside that function.

Return a status with return:

is_text_file() {
  [[ $1 == *.txt ]]
}


Bash functions return an integer status, not an arbitrary string. Print data to standard output when a caller needs to capture it.



Handle failures

Check failures where you can explain or recover from them:

if ! cp "$source" "$destination"
then
  echo "Could not copy $source" >&2
  exit 1
fi


Many scripts enable stricter behavior with:

set -u
set -o pipefail


set -u reports unset variables. pipefail makes a pipeline fail when any command in it fails.

You will also see set -e. Its behavior has important exceptions around conditions, pipelines, subshells, and command lists. Do not add it without understanding how the script handles expected failures.

For the complete language rules and builtin documentation, see the official GNU Bash Reference Manual.




Check your understanding: pipes and text

Check standard input and output, redirection, pipelines, grep, sort, uniq, environment variables, and command substitution.

Answer each question before continuing. Read the explanation after every answer, including the ones you get right.

Take this interactive quiz online





Processes and jobs

Inspect, pause, resume, schedule, and stop running programs.


Linux commands: ps

Learn how the Linux ps command lists running processes, how ps ax shows them all, and how to read columns like PID and STAT or filter the output with grep.

Your computer is running, at all times, tons of different processes.

You can inspect them all using the ps command:

[image: Terminal output showing ps command results with PID, TTY, TIME and CMD columns displaying fish shell processes and hugo serve]

This is the list of user-initiated processes currently running in the current session.

Here I have a few fish shell instances, mostly opened by VS Code inside the editor, and an instances of Hugo running the development preview of a site.

Those are just the commands assigned to the current user. To list all processes we need to pass some options to ps.

The most common I use is ps ax:

[image: Terminal showing ps ax output with system processes including launchd, syslogd, and various system daemons with their PIDs and status]


The a option is used to also list other users processes, not just our own. x shows processes not linked to any terminal (not initiated by users through a terminal).



As you can see, the longer commands are cut. Use the command ps axww to continue the command listing on a new line instead of cutting it:

[image: Terminal output of ps axww showing full command paths that wrap to new lines instead of being truncated]


We need to specify w 2 times to apply this setting, it's not a typo.



You can search for a specific process combining grep with a pipe, like this:

ps axww | grep "VS Code"


[image: Terminal showing grep filtering ps output to display only Visual Studio Code processes with their long command arguments]

The columns returned by ps represent some key information.

The first information is PID, the process ID. This is key when you want to reference this process in another command, for example to kill it.

Then we have TT that tells us the terminal id used.

Then STAT tells us the state of the process:

I a process that is idle (sleeping for longer than about 20 seconds) R a runnable process S a process that is sleeping for less than about 20 seconds T a stopped process U a process in uninterruptible wait Z a dead process (a zombie)

If you have more than one letter, the second represents further information, which can be very technical.

It's common to have + which indicates the process is in the foreground in its terminal. s means the process is a session leader.

TIME tells us how long the process has been running.


This command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: top

Learn how the Linux top command shows running processes in real time, with live CPU, memory, and system load, and how top -o mem sorts them by memory use.

A quick guide to the top command, used to list the processes running in real time

The top command is used to display dynamic real-time information about running processes in the system.

It's really handy to understand what is going on.

Its usage is simple, you just type top, and the terminal will be fully immersed in this new view:

[image: Terminal window showing top command output with system stats and process list sorted by CPU usage]

The process is long-running. To quit, you can type the q letter or ctrl-C.

There's a lot of information being given to us: the number of processes, how many are running or sleeping, the system load, the CPU usage, and a lot more.

Below, the list of processes taking the most memory and CPU is constantly updated.

By default, as you can see from the %CPU column highlighted, they are sorted by the CPU used.

You can add a flag to sort processes by memory utilized:

top -o mem



This command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: jobs

Learn how the Linux jobs command lists the background jobs you started with &, giving you the job number for fg and showing process ids with jobs -l.

When we run a command in Linux / macOS, we can set it to run in the background using the & symbol after the command.

For example we can run top in the background:

top &


This is very handy for long-running programs.

We can get back to that program using the fg command. This works fine if we just have one job in the background, otherwise we need to use the job number: fg 1, fg 2 and so on.

To get the job number, we use the jobs command.

Say we run top & and then top -o mem &, so we have 2 top instances running. jobs will tell us this:

[image: Terminal output showing jobs command listing two stopped processes: job 1 running top and job 2 running top -o mem]

Now we can switch back to one of those using fg <jobid>. To stop the program again we can hit cmd-Z.

Running jobs -l will also print the process id of each job.


This command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: bg

Learn how the Linux bg command resumes a job you suspended with ctrl-Z, running it in the background so you can keep working in the terminal.

When a command is running you can suspend it using ctrl-Z.

The command will immediately stop, and you get back to the shell terminal.

You can resume the execution of the command in the background, so it will keep running but it will not prevent you from doing other work in the terminal.

In this example I have 2 commands stopped:

[image: Terminal output showing jobs command with two stopped jobs labeled [1] and [2], both running top command in different directories]

I can run bg 1 to resume in the background the execution of the job #1.

I could have also said bg without any option, as the default is to pick the job #1 in the list.


The bg command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: fg

Learn how the Linux fg command brings a background job back to the foreground, resuming the last one or a specific job number you find with the jobs command.

When a command is running in the background, because you started it with & at the end (example: top & or because you put it in the background with the bg command, you can put it to the foreground using fg.

Running

fg


will resume to the foreground the last job that was suspended.

You can also specify which job you want to resume to the foreground passing the job number, which you can get using the jobs command.

[image: Terminal showing jobs command output with two stopped background jobs labeled 1 and 2 running top commands]

Running fg 2 will resume job #2:

[image: Terminal showing top command running in foreground displaying system processes and resource usage statistics]


The fg command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: kill

Learn how the Linux kill command sends signals to a process by PID, defaulting to TERM, and how to send others like KILL, HUP, or STOP, by name or number.

Linux processes can receive signals and react to them.

That's one way we can interact with running programs.

The kill program can send a variety of signals to a program.

It's not just used to terminate a program, like the name would suggest, but that's its main job.

We use it in this way:

kill <PID>


By default, this sends the TERM signal to the process id specified.

We can use flags to send other signals, including:

kill -HUP <PID>
kill -INT <PID>
kill -KILL <PID>
kill -TERM <PID>
kill -CONT <PID>
kill -STOP <PID>


HUP means hang up. It's sent automatically when a terminal window that started a process is closed before terminating the process.

INT means interrupt, and it sends the same signal used when we press ctrl-C in the terminal, which usually terminates the process.

KILL is not sent to the process, but to the operating system kernel, which immediately stops and terminates the process.

TERM means terminate. The process will receive it and terminate itself. It's the default signal sent by kill.

CONT means continue. It can be used to resume a stopped process.

STOP is not sent to the process, but to the operating system kernel, which immediately stops (but does not terminate) the process.

You might see numbers used instead, like kill -1 <PID>. In this case,

1 corresponds to HUP. 2 corresponds to INT. 9 corresponds to KILL. 15 corresponds to TERM. 18 corresponds to CONT. 15 corresponds to STOP.


This command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: nohup

Learn how the Linux nohup command keeps a process running after you log out or close the terminal, which is handy for long-lived jobs on a remote server.

Closing a terminal normally sends a hangup signal to jobs associated with that session. nohup starts a command with that signal ignored:

nohup ./generate-report >report.log 2>&1 &


Each part has a job:


	nohup protects the command from the hangup signal.

	>report.log records standard output.

	2>&1 sends errors to the same file.

	& returns the shell prompt while the process runs in the background.



Without explicit redirection, many implementations write to nohup.out. Record the process ID immediately with echo $!, then verify the process and watch its log:

job_pid=$!
ps -p "$job_pid"
tail -f report.log


Stop the process later with kill "$job_pid". If you lose the process ID, find the process with ps before sending a signal. Also watch the log size: nohup.out and other unrotated logs can grow until they fill the filesystem.

Running a command with & alone only puts it in the background. It can still receive a hangup signal when the session closes. nohup and & solve two separate problems.

nohup is not a service manager. It does not restart a crashed process, start it after a reboot, rotate logs, manage dependencies, or expose structured status. Use systemd, a container orchestrator, or another supervisor for a production service. Use tmux or screen when you want to reconnect to an interactive terminal rather than detach a non-interactive job.

Also check whether the program needs input. A background command waiting on the closed terminal can still fail or stop.

Try it with nohup sh -c 'sleep 10; date' >result.log 2>&1 &, close or detach the session, then confirm the timestamp appears.



Linux commands: crontab

Learn how the Linux crontab command schedules cron jobs to run at set intervals, listing them with crontab -l and editing them with crontab -e.

Cron jobs are jobs that are scheduled to run at specific intervals. You might have a command perform something every hour, or every day, or every 2 weeks. Or on weekends. They are very powerful, especially on servers to perform maintenance and automations.

The crontab command is the entry point to work with cron jobs.

The first thing you can do is to explore which cron jobs are defined by you:

crontab -l


You might have none, like me:

[image: Terminal showing crontab -l command output with no crontab for flavio message]

Run

crontab -e


to edit the cron jobs, and add new ones.

By default this opens with the default editor, which is usually vim. I like nano more, you can use this line to use a different editor:

EDITOR=nano crontab -e


Now you can add one line for each cron job.

The syntax to define cron jobs is kind of scary. This is why I usually use a website to help me generate it without errors: https://crontab-generator.org/

I also built my own free cron expression builder that explains the schedule in plain English and shows the next run times.

[image: Crontab Generator website interface showing form to generate cron job syntax with time interval options]

You pick a time interval for the cron job, and you type the command to execute.

I chose to run a script located in /Users/flavio/test.sh every 12 hours. This is the crontab line I need to run:

* */12 * * * /Users/flavio/test.sh >/dev/null 2>&1

I run crontab -e:

EDITOR=nano crontab -e


and I add that line, then I press ctrl-X and press y to save.

If all goes well, the cron job is set up:

[image: Terminal showing successful cron job installation with installing new crontab message]

Once this is done, you can see the list of active cron jobs by running:

crontab -l


[image: Terminal showing crontab -l output displaying active cron job scheduled to run every 12 hours]

You can remove a cron job running crontab -e again, removing the line and exiting the editor:

[image: Nano editor showing save confirmation dialog asking whether to save modified crontab file] [image: Terminal showing crontab installation and empty crontab -l output after removing the cron job]

The crontab command works on Linux, macOS, WSL, and anywhere you have a UNIX environment



Check your understanding: processes and jobs

Check process IDs, foreground and background jobs, signals, monitoring, scheduling, and keeping commands running.

Answer each question before continuing. Read the explanation after every answer, including the ones you get right.

Take this interactive quiz online





Archives and disk tools

Compare files, inspect disk use, and create or extract common archives.


Linux commands: rmdir

Learn how the Linux rmdir command removes empty folders, one or many at a time, and why you need rm -rf instead to delete a folder that still has files.

rmdir removes empty directories:

mkdir fruits
rmdir fruits


It can remove several empty directories:

mkdir fruits cars
rmdir fruits cars


If a directory contains a file, another directory, or sometimes an unseen entry, rmdir fails instead of deleting the contents. Inspect it:

ls -la fruits


This refusal is a safety feature. Remove or relocate known contents first. Recursive deletion with rm -r is a separate, destructive operation; avoid adding -f by habit because it suppresses prompts and some errors.

Before recursive deletion, resolve and print the exact target:

target="$PWD/build-output"
printf 'target: %s\n' "$target"
find "$target" -maxdepth 2 -print


Only proceed after confirming that the resolved path is narrow and expected. Avoid unquoted variables, globs you have not previewed, and commands run from an uncertain working directory. Command-line deletion often bypasses the desktop trash, so recovery may require a backup.

Some implementations support rmdir -p a/b/c, which removes c and then empty parent directories. Read the local manual before using options in a portable script.

Try it: create one empty directory and one containing a file. Run rmdir on both and explain why one refusal protects data.



Linux commands: open

Learn how the macOS open command opens a file, a folder in Finder, or an application, and why open . is so handy, with xdg-open as the Linux equivalent.

The open command lets you open a file using this syntax:

open <filename>


The file opens in the default app registered for that type, exactly as if you had double-clicked it in the Finder: open notes.txt launches your text editor, open photo.png your image viewer.

That is the point of this command. It bridges the terminal and the graphical side of macOS: you're already in the shell, already in the right folder, and you don't have to reach for the mouse to see something.

You can also open a directory, which on macOS opens the Finder app with the current directory open:

open <directory name>


I use it all the time to open the current directory:

open .



The special . symbol points to the current directory, as .. points to the parent directory



URLs work too. This opens your default browser on the site:

open https://flaviocopes.com


The same command can also be used to run an application. Pass the -a option followed by the application name:

open -a Calculator


-a is also how you open a file with a specific app instead of the default one:

open -a "Google Chrome" index.html


Note the quotes: an application name containing spaces must be quoted, or the shell splits it into separate arguments.

When something refuses to open, read the error message. open missing.txt fails with The file /Users/flavio/missing.txt does not exist. — nearly always a typo in the name or the wrong current directory. Run ls to check what's actually there, then try again.


The open command works on macOS only. Use xdg-open on Linux



xdg-open covers the same jobs on Linux: files, folders, and URLs, each handed to the desktop's default application.



Linux commands: tail

Learn how the Linux tail command shows the end of a file, prints the last lines with -n, and follows a log live as it grows with the tail -f option.

tail prints the final part of a file. Called with just a filename, it shows the last 10 lines. That alone is useful — the end of a log file is where the newest information lives.

But the best use case of tail in my opinion is when called with the -f option. It opens the file at the end, and watches for file changes. Any time there is new content in the file, it is printed in the window. This is great for watching log files, for example:

tail -f /var/log/system.log


To exit, press ctrl-C.

While it runs, you can pipe it into other tools. This watches a web server log and shows only the server errors, as they happen:

tail -f /var/log/nginx/access.log | grep " 500 "


One thing to know about -f: it keeps following the file it originally opened. Log rotation replaces that file with a fresh empty one, and your tail -f goes silent, still attached to the old deleted file. When that's a risk, use -F instead: it notices the swap and reopens the file by name.

You can print the last 10 lines in a file:

tail -n 10 <filename>


Change the number to see more or fewer lines. Here is a quick way to verify the behavior with a file you build on the spot:

seq 1 100 > numbers.txt
tail -n 3 numbers.txt
# 98
# 99
# 100


You can print the whole file content starting from a specific line using + before the line number:

tail -n +10 <filename>


Watch the meaning flip: -n 10 means "the last 10 lines", while -n +10 means "everything from line 10 to the end". Mixing the two up is a classic source of confusion.

The natural companion is head, which prints the beginning of a file instead of the end.

tail can do much more and as always my advice is to check man tail.


This command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: diff

Learn how the Linux diff command compares two files or directories line by line, with -y for a side-by-side view and -u for the unified format Git uses.

diff is a handy command. Suppose you have 2 files, which contain almost the same information, but you can't find the difference between the two.

diff will process the files and will tell you what's the difference.

Suppose you have 2 files: dogs.txt and moredogs.txt. The difference is that moredogs.txt contains one more dog name:

[image: Terminal showing cat dogs.txt with Roger and Syd, then cat moredogs.txt with Roger, Syd, and Vanille]

diff dogs.txt moredogs.txt will tell you the second file has one more line, line 3 with the line Vanille:

[image: Terminal output showing diff dogs.txt moredogs.txt with 2a3 > Vanille indicating line 3 was added]

If you invert the order of the files, it will tell you that the second file is missing line 3, whose content is Vanille:

[image: Terminal output showing diff moredogs.txt dogs.txt with 3d2 < Vanille indicating line 3 was deleted]

Using the -y option will compare the 2 files line by line:

[image: Terminal showing diff -y dogs.txt moredogs.txt with side-by-side comparison showing Vanille only in right column]

The -u option however will be more familiar to you, because that's the same used by the Git version control system to display differences between versions:

[image: Terminal showing diff -u output with unified format displaying file headers, timestamps, and +Vanille addition]

Comparing directories works in the same way. You must use the -r option to compare recursively (going into subdirectories):

[image: Terminal showing ls dir1 and dir2 both containing dogs.txt, then diff -u dir1 dir2 showing unified format comparison]

In case you're interested in which files differ, rather than the content, use the r and q options:

[image: Terminal showing diff -rq dir1 dir2 output: Files dir1/dogs.txt and dir2/dogs.txt differ]

There are many more options you can explore in the man page running man diff:

[image: Terminal showing man diff page with command description, synopsis, and various options like ignore-case, ignore-file-name-case]

The diff command works on Linux, macOS, WSL, and anywhere you have a UNIX environment

If you'd rather compare two texts in the browser, try my free diff checker.



Linux commands: gzip

Learn how the Linux gzip command compresses a file into a .gz archive, how to keep the original with -k, set a level from 1 to 9, and decompress with -d.

You can compress a file using the gzip compression protocol named LZ77 using the gzip command.

Here's the simplest usage:

gzip filename


This will compress the file, and append a .gz extension to it. The original file is deleted. To prevent this, you can use the -c option and use output redirection to write the output to the filename.gz file:

gzip -c filename > filename.gz



The -c option specifies that output will go to the standard output stream, leaving the original file intact



Or you can use the -k option:

gzip -k filename


There are various levels of compression. The more the compression, the longer it will take to compress (and decompress). Levels range from 1 (fastest, worst compression) to 9 (slowest, better compression), and the default is 6.

You can choose a specific level with the -<NUMBER> option:

gzip -1 filename


You can compress multiple files by listing them:

gzip filename1 filename2


You can compress all the files in a directory, recursively, using the -r option:

gzip -r a_folder


The -v option prints the compression percentage information. Here's an example of it being used along with the -k (keep) option:

[image: Terminal showing gzip -kv wget-log command output displaying 49.7% compression ratio and replaced with wget-log.gz]

gzip can also be used to decompress a file, using the -d option:

gzip -d filename.gz


The gzip command works on Linux, macOS, WSL, and anywhere you have a UNIX environment



Linux commands: gunzip

Learn how the Linux gunzip command decompresses gzipped .gz files, removing the extension, or extracts to a new filename using gunzip -c with redirection.

The gunzip command decompresses files that were compressed in the gzip format, the ones ending in .gz. It is the counterpart of the gzip command: the two are the same program wearing different names, except in gunzip the -d (decompress) option is always enabled by default.

The command can be invoked in this way:

gunzip filename.gz


This will gunzip and will remove the .gz extension, putting the result in the filename file. If that file exists, it will overwrite that.

Notice the compressed file is gone afterwards. Check with ls:

ls
# filename


If you want to keep the .gz file around too, add the -k option:

gunzip -k filename.gz
# now you have both filename and filename.gz


You can extract to a different filename using output redirection using the -c option:

gunzip -c filename.gz > anotherfilename


-c writes the decompressed data to standard output instead of to a file, and the > redirection saves it wherever you want. The original .gz file stays untouched in this case too.

Before extracting, you can check what you will get with -l, which lists the compressed and uncompressed sizes:

gunzip -l filename.gz


Two failures you will run into sooner or later. First, running gunzip filename on a file without a recognized extension stops with unknown suffix -- ignored: gunzip only processes files it knows it created.

Second, gzip compresses a single file, never a folder. When you see project.tar.gz, that is a tar archive that was gzipped afterwards. Running gunzip project.tar.gz gives you project.tar, and you unpack that with the tar command — or let tar -xzf project.tar.gz do both steps at once.

The gunzip command works on Linux, macOS, WSL, and anywhere you have a UNIX environment



Linux commands: tar

Learn how the Linux tar command groups files into an archive with tar -cf, extracts them with tar -xf, and makes a gzip-compressed .tar.gz with the z flag.

The tar command is used to create an archive, grouping multiple files in a single file.

Its name comes from the past and means tape archive. Back when archives were stored on tapes.

This command creates an archive named archive.tar with the content of file1 and file2:

tar -cf archive.tar file1 file2



The c option stands for create. The f option is used to write to file the archive.



To extract files from an archive in the current folder, use:

tar -xf archive.tar



the x option stands for extract



and to extract them to a specific directory, use:

tar -xf archive.tar -C directory


You can also just list the files contained in an archive:

[image: Terminal showing tar -tf archive.tar command listing file1 and file2 contents of the archive]

tar is often used to create a compressed archive, gzipping the archive.

This is done using the z option:

tar -czf archive.tar.gz file1 file2


This is just like creating a tar archive, and then running gzip on it.

To unarchive a gzipped archive, you can use gunzip, or gzip -d, and then unarchive it, but tar -xf will recognize it's a gzipped archive, and do it for you:

tar -xf archive.tar.gz


The tar command works on Linux, macOS, WSL, and anywhere you have a UNIX environment

If you can never remember the right flags, I made a tar command builder that composes the command for you.



Linux commands: du

Learn how the Linux du command shows the disk space used by files and directories, with du -h for human-readable sizes and sorting by size using sort -nr.

The du command will calculate the size of a directory as a whole:

du


[image: Terminal showing du command output with size 32 displayed in bytes]

The 32 number here is a value expressed in bytes.

Running du * will calculate the size of each file individually:

[image: Terminal showing du * output listing individual Vue file sizes, each showing 8 bytes]

You can set du to display values in MegaBytes using du -m, and GigaBytes using du -g.

The -h option will show a human-readable notation for sizes, adapting to the size:

[image: Terminal showing du -h output with human-readable sizes in K for various vuehandbook directories]

Adding the -a option will print the size of each file in the directories, too:

[image: Terminal showing du -ah output listing both directories and individual files with their sizes]

A handy thing is to sort the directories by size:

du -h <directory> | sort -nr


and then piping to head to only get the first 10 results:

[image: Terminal showing du -h piped to sort -nr and head, displaying top 10 largest directories by size]


The du command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: df

Learn how the Linux df command reports disk usage for your mounted volumes, with df -h for human-readable sizes and a path to check the volume it lives on.

The df command is used to get disk usage information.

Its basic form will print information about the volumes mounted:

[image: Terminal output showing df command listing mounted filesystems with raw numerical values for size, used, and available space]

Using the -h option (df -h) will show those values in a human-readable format:

[image: Terminal output showing df -h command displaying disk usage in human-readable format with GB and MB units]

You can also specify a file or directory name to get information about the specific volume it lives on:

[image: Terminal output showing df dev command displaying disk usage information for the specific volume containing the dev directory]

The df command works on Linux, macOS, WSL, and anywhere you have a UNIX environment



Linux commands: basename

Learn how the Linux basename command returns the last portion of a path, so basename /Users/flavio/test.txt gives you back just the test.txt filename.

Suppose you have a path to a file, for example /Users/flavio/test.txt.

Running

basename /Users/flavio/test.txt


will return the test.txt string:

[image: Terminal showing basename /Users/flavio/test.txt command outputting test.txt]

basename strips the directory part from a path and leaves the last portion. It exists for scripts: when a loop or a variable hands you a full path, and you only need the file name for a message, a log line, or a new destination.

A second argument removes a suffix, too:

basename /Users/flavio/test.txt .txt
# test


That's handy when renaming or converting files. Here is a realistic loop that copies every .txt note to a .md file with the same name:

for file in /Users/flavio/notes/*.txt; do
  name=$(basename "$file" .txt)
  cp "$file" "$name.md"
done


The $(...) command substitution captures the output of basename into the name variable.

If you run basename on a path string that points to a directory, you will get the last segment of the path. In this example, /Users/flavio is a directory:

[image: Terminal showing basename commands on directory path /Users/flavio both outputting flavio]

A trailing slash makes no difference: basename /Users/flavio/ also prints flavio.

One thing to keep in mind: basename works on the string alone. It never touches the filesystem, so it happily processes a path that doesn't exist. Getting output is not a confirmation the file is there — check with ls when that matters.

The companion command dirname gives you the other half, the directory portion of the path. The two together let you take any path apart.

The basename command works on Linux, macOS, WSL, and anywhere you have a UNIX environment



Linux commands: dirname

Learn how the Linux dirname command returns the directory portion of a path, so dirname /Users/flavio/test.txt gives you back the /Users/flavio folder.

dirname removes the final path component and prints the directory portion:

Running

dirname /Users/flavio/test.txt


prints /Users/flavio:

[image: Terminal showing dirname /Users/flavio/test.txt command output: /Users/flavio]

It manipulates the path string. It does not check whether the file or directory exists:

dirname /a/path/that/does/not/exist.txt
# /a/path/that/does/not


This makes it useful in scripts. For example, find the directory containing a script:

script_dir=$(dirname "$0")
printf 'started from %s\n' "$script_dir"


Quote path variables so spaces do not split one path into several arguments. Also remember that $0 may be relative and may point through a symbolic link; robust script-location code may need to resolve those details.

dirname file.txt prints ., meaning the parent is the current directory. A trailing slash is normalized, so dirname /srv/app/ returns /srv rather than /srv/app.

The companion command basename /Users/flavio/test.txt returns test.txt. Together they separate a path into its directory and final name.

You can apply dirname more than once when you need to walk up a path:

dirname "$(dirname /Users/flavio/projects/blog)"
# /Users/flavio


Try it with an absolute path, a relative path, a filename with spaces, and a path ending in /. Predict each result before running it.



Check your understanding: archives and disk tools

Check empty-directory removal, file comparison, archives, compression, disk usage, and path components.

Answer each question before continuing. Read the explanation after every answer, including the ones you get right.

Take this interactive quiz online





Shell, system, and network tools

Customize the shell, edit text, identify the system, and test network paths.


Linux commands: alias

Learn how the Linux alias command creates a shortcut for another command, like alias ll for ls -al, and how to make your aliases permanent in .bashrc.

It's common to always run a program with a set of options you like using.

For example, take the ls command. By default it prints very little information:

[image: Terminal showing ls command output with just words.txt filename displayed]

while using the -al option it will print something more useful, including the file modification date, the size, the owner, and the permissions, also listing hidden files (files starting with a .:

[image: Terminal showing ls -al output with detailed file permissions, owner, size and modification date for words.txt]

You can create a new command, for example I like to call it ll, that is an alias to ls -al.

You do it in this way:

alias ll='ls -al'


Once you do, you can call ll just like it was a regular UNIX command:

[image: Terminal showing alias creation with alias ll equals ls -al and then using ll command to display detailed file listing]

Now calling alias without any option will list the aliases defined:

[image: Terminal showing alias command output displaying the defined alias ll equals ls -al]

The alias will work until the terminal session is closed.

To make it permanent, you need to add it to the shell configuration, which could be ~/.bashrc or ~/.profile or ~/.bash_profile if you use the Bash shell, depending on the use case.

Be careful with quotes if you have variables in the command: using double quotes the variable is resolved at definition time, using single quotes it's resolved at invocation time. Those 2 are different:

alias lsthis="ls $PWD"
alias lscurrent='ls $PWD'


$PWD refers to the current folder the shell is into. If you now navigate away to a new folder, lscurrent lists the files in the new folder, lsthis still lists the files in the folder you were when you defined the alias.


The alias command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: type

Learn how the Linux type command tells you how a command is interpreted, as an executable, a shell built-in, a function, or an alias, and what it points to.

A command can be one of those 4 types:


	an executable

	a shell built-in program

	a shell function

	an alias



The type command can help figure out this, in case we want to know or we're just curious. It will tell you how the command will be interpreted.

The output will depend on the shell used. This is Bash:

[image: Terminal showing type command output in Bash shell identifying various commands as executables, built-ins, and aliases]

This is Zsh:

[image: Terminal showing type command output in Zsh shell demonstrating command types and aliases like ll pointing to ls -al]

This is Fish:

[image: Terminal showing type command output in Fish shell displaying function definitions and built-in commands]

One of the most interesting things here is that for aliases it will tell you what is aliasing to. You can see the ll alias, in the case of Bash and Zsh, but Fish provides it by default, so it will tell you it's a built-in shell function.


The type command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: clear

Learn how the Linux clear command wipes your terminal screen, the handy ctrl-L shortcut for it, and how clear -x clears but keeps your scrollback.

Type clear to clear all the previous commands that were ran in the current terminal.

The screen will clear and you will just see the prompt at the top:

[image: Terminal window showing a cleared screen with only the command prompt visible at the top]

It's a small tool with one honest job: getting visual clutter out of the way. Before starting a new task, or before taking a screenshot, a clean screen makes it much easier to tell fresh output from old output.


Note: this command has a handy shortcut: ctrl-L



The shortcut is provided by the shell, and it's faster than reaching for the command. My advice is to make it a habit.

Once you do that, you will lose access to scrolling to see the output of the previous commands entered.

So you might want to use clear -x instead, which still clears the screen, but lets you go back to see the previous work by scrolling up:

clear -x


To verify the difference, run a few commands, then clear -x, then scroll up: the old output is still there. After a plain clear, on many terminals, it's gone.

Under the hood there is no magic. clear prints escape sequences that your terminal interprets as "wipe the screen". You can make them visible by piping the output through cat -v:

clear | cat -v
# ^[[3J^[[H^[[2J


Those ^[[ codes are instructions for the terminal, not text.

One related failure is worth knowing. If you cat a binary file by accident, the terminal can end up garbled, printing strange symbols instead of letters. clear will not fix that, because the terminal's own state is broken, not just the screen content. Type reset and press enter — even if you can't read what you're typing — and the terminal reinitializes itself.


The clear command works on Linux, macOS, WSL, and anywhere you have a UNIX environment





Linux commands: env

Learn how the Linux env command runs a command with extra environment variables, prints all of them when run alone, and clears the environment with -i.

The env command can be used to pass environment variables without setting them on the outer environment (the current shell).

Suppose you want to run a Node.js app and set the USER variable to it.

You can run

env USER=flavio node app.js


and the USER environment variable will be accessible from the Node.js app via the Node process.env interface.

You can also run the command clearing all the environment variables already set, using the -i option:

env -i node app.js


In this case you will get an error saying env: node: No such file or directory because the node command is not reachable, as the PATH variable used by the shell to look up commands in the common paths is unset.

So you need to pass the full path to the node program:

env -i /usr/local/bin/node app.js


Try with a simple app.js file with this content:

console.log(process.env.NAME)
console.log(process.env.PATH)


You will see the output being

undefined
undefined

You can pass an env variable:

env -i NAME=flavio node app.js


and the output will be

flavio
undefined

Removing the -i option will make PATH available again inside the program:

[image: Terminal showing env NAME=flavio node app.js output: flavio on first line, PATH variable on second line]

The env command can also be used to print out all the environment variables, if ran with no options:

env


it will return a list of the environment variables set, for example:

HOME=/Users/flavio
LOGNAME=flavio
PATH=/usr/local/bin:/usr/bin:/bin:/usr/sbin:/sbin:/Library/Apple/usr/bin
PWD=/Users/flavio
SHELL=/usr/local/bin/fish

You can also make a variable inaccessible inside the program you run, using the -u option, for example this code removes the HOME variable from the command environment:

env -u HOME node app.js


The env command works on Linux, macOS, WSL, and anywhere you have a UNIX environment



Linux commands: printenv

Learn how the Linux printenv command prints all of your environment variables, or just one like PATH when you pass its name as an argument.

A quick guide to the printenv command, used to print the values of environment variables

In any shell there are a good number of environment variables, set either by the system, or by your own shell scripts and configuration. They are how a process receives its settings: where your home folder is, where to look for programs, which editor to launch. Every command you run inherits them.

You can print them all to the terminal using the printenv command. The output will be something like this:

HOME=/Users/flavio
LOGNAME=flavio
PATH=/usr/local/bin:/usr/bin:/bin:/usr/sbin:/sbin:/Library/Apple/usr/bin
PWD=/Users/flavio
SHELL=/usr/local/bin/fish

with a few more lines, usually.

You can append a variable name as a parameter, to only show that variable value:

printenv PATH


[image: Terminal showing printenv PATH command output displaying the PATH environment variable value]

If the variable does not exist, printenv prints nothing and exits with a non-zero status. You can check that with echo $?, which shows the exit status of the last command:

printenv NOPE
echo $?
# 1


That makes it usable in scripts as a test for whether a variable is set.


Shell variables are not environment variables

Here is the trap that catches everyone once. A variable you assign in the shell is not automatically part of the environment:

MYVAR=test
printenv MYVAR
# nothing printed


MYVAR is a shell variable. Your current shell knows it, and echo $MYVAR shows it, but child processes — including printenv itself — never receive it. To promote it to an environment variable, use export:

export MYVAR=test
printenv MYVAR
# test


So when a program "can't see" a variable you are sure you set, check with printenv first. If it's missing there, the missing piece is the export.

The printenv command works on Linux, macOS, WSL, and anywhere you have a UNIX environment




A short guide to nano

A short guide to nano, the beginner friendly UNIX text editor, where you type directly with no modes and save or quit with the ctrl key shortcuts shown.

nano is a beginner friendly editor.

Run it using nano <filename>.

You can directly type characters into the file without worrying about modes.

You can quit without editing using ctrl-X. If you edited the file buffer, the editor will ask you for confirmation and you can save the edits, or discard them. The help at the bottom shows you the keyboard commands that let you work with the file:

[image: nano editor interface showing text buffer with testing typed and keyboard shortcuts at bottom]

pico is more or less the same, although nano is the GNU version of pico which at some point in history was not open source and the nano clone was made to satisfy the GNU operating system license requirements.



A short guide to vim

A short, beginner-friendly guide to the vim editor: how to open files, switch between command and insert mode, move around, edit text, and save and quit.

vim is a very popular file editor, especially among programmers. It's actively developed and frequently updated, and there's a very big community around it. There's even a Vim conference!

vi in modern systems is just an alias to vim, which means vi improved.

You start it by running vi on the command line.

[image: Vim startup screen showing VIM - Vi IMproved version 8.0.1283 with help commands and exit instructions]

You can specify a filename at invocation time to edit that specific file:

vi test.txt


[image: Vim editor opened with test.txt file showing empty document and New File status at bottom]

You have to know that Vim has 2 main modes:


	command (or normal) mode

	insert mode



When you start the editor, you are in command mode. You can't enter text like you expect from a GUI-based editor. You have to enter insert mode. You can do this by pressing the i key. Once you do so, the -- INSERT -- word appear at the bottom of the editor:

[image: Vim editor in insert mode showing INSERT indicator at the bottom of the screen]

Now you can start typing and filling the screen with the file contents:

[image: Vim editor with sample text typed in insert mode showing Hey This is a very cool editor Its called Vim]

You can move around the file with the arrow keys, or using the h - j - k - l keys. h-l for left-right, j-k for down-up.

Once you are done editing you can press the esc key to exit insert mode, and go back to command mode.

[image: Vim editor back in command mode with text displayed but no INSERT indicator at bottom]

At this point you can navigate the file, but you can't add content to it (and be careful which keys you press as they might be commands).

One thing you might want to do now is saving the file. You can do so by pressing : (colon), then w.

You can save and quit pressing : then w and q: :wq

You can quit without saving, pressing : then q and !: :q!

You can undo and edit by going to command mode and pressing u. You can redo (cancel an undo) by pressing ctrl-r.

Those are the basics of working with Vim. From here starts a rabbit hole we can't go into in this little introduction.

I will only mention those commands that will get you started editing with Vim:


	pressing the x key deletes the character currently highlighted

	pressing A goes at the end of the currently selected line

	press 0 to go to the start of the line

	go to the first character of a word and press d followed by w to delete that word. If you follow it with e instead of w, the white space before the next word is preserved

	use a number between d and w to delete more than 1 word, for example use d3w to delete 3 words forward

	press d followed by d to delete a whole entire line. Press d followed by $ to delete the entire line from where the cursor is, until the end



To find out more about Vim I can recommend the Vim FAQ and especially running the vimtutor command, which should already be installed in your system and will greatly help you start your vim explorations.



A short guide to emacs

A short guide to the emacs editor on UNIX systems, covering how to open and edit a file, save with ctrl-x ctrl-w, and quit, plus the built-in tutorial.

emacs is an awesome editor and it's historically regarded as the editor for UNIX systems. Famously vi vs emacs flame wars and heated discussions caused many unproductive hours for developers around the world.

emacs is very powerful. Some people use it all day long as a kind of operating system (https://news.ycombinator.com/item?id=19127258). We'll just talk about the basics here.

You can open a new emacs session simply by invoking emacs:

[image: Emacs welcome screen showing the GNU Emacs startup interface with menu options and copyright information]


macOS users, stop a second now. If you are on Linux there are no problems, but macOS does not ship applications using GPLv3, and every built-in UNIX command that has been updated to GPLv3 has not been updated. While there is a little problem with the commands I listed up to now, in this case using an emacs version from 2007 is not exactly the same as using a version with 12 years of improvements and change. This is not a problem with Vim, which is up to date. To fix this, run brew install emacs and running emacs will use the new version from Homebrew (make sure you have Homebrew installed)



You can also edit an existing file calling emacs <filename>:

[image: Emacs text editor with an open test.txt file containing sample text about the editor]

You can start editing and once you are done, press ctrl-x followed by ctrl-w. You confirm the folder:

[image: Emacs save dialog showing Write file prompt with ~/test/ directory path in the minibuffer]

and Emacs tell you the file exists, asking you if it should overwrite it:

[image: Emacs overwrite confirmation dialog asking File ~/test/test.txt exists; overwrite? with y or n options]

Answer y, and you get a confirmation of success:

[image: Emacs showing successful file save confirmation with Wrote /Users/flaviocopes/test/test.txt message]

You can exit Emacs pressing ctrl-x followed by ctrl-c. Or ctrl-x followed by c (keep ctrl pressed).

There is a lot to know about Emacs. More than I am able to write in this little introduction. I encourage you to open Emacs and press ctrl-h r to open the built-in manual and ctrl-h t to open the official tutorial.



Linux commands: su

Learn how the Linux su command switches your shell to another user, starting a new shell, or to root when run alone, with exit to return to your own user.

While you're logged in to the terminal shell with one user, you might have the need to switch to another user.

For example you're logged in as root to perform some maintenance, but then you want to switch to a user account.

You can do so with the su command:

su <username>


For example: su flavio.

If you're logged in as a user, running su without anything else will prompt to enter the root user password, as that's the default behavior.

[image: Terminal window showing su command prompting for password after running su without arguments]

su will start a new shell as another user.

When you're done, typing exit in the shell will close that shell, and will return back to the current user's shell.


The su command works on Linux. On macOS it will not work unless you enable the root user (tip: you can use sudo instead)





Linux commands: killall

Learn how the Linux killall command sends a signal to every process with a name, so killall top ends all running top instances, and how to set the signal.

kill targets process IDs. killall targets every matching process name, so its scope is wider:

This is the syntax:

killall <name>


Before sending anything, inspect what will match:

pgrep -a top


Then ask the processes to terminate normally:

killall -TERM top


TERM gives a program a chance to flush data and clean up. Wait and inspect again. Use KILL only when the process cannot respond, because it cannot run cleanup handlers:

killall -KILL top


Signals can mean program-specific actions. HUP often asks a daemon to reload configuration, but that behavior belongs to the program, not to killall:

killall -HUP top


Process-name matching and available flags vary between Linux and macOS. Read the local manual with man killall; never assume a command copied from another operating system has identical semantics.

For one known process, prefer its PID or service manager because the target is explicit. killall can terminate your own unrelated sessions with the same name, and elevated privileges widen the damage.

Try it: start two harmless sleep 60 processes, inspect them with pgrep, send TERM by name, and confirm both exited.



Linux commands: uname

Learn how uname prints the kernel name, release, version, hostname, and machine hardware on Unix systems, and when macOS users should use sw_vers instead.

Running uname without an option prints the kernel name:

uname


[image: Terminal showing uname command output displaying Darwin as the operating system name]

On macOS this prints Darwin. On a Linux system it normally prints Linux.

The -m option prints the machine hardware name:

uname -m


The -p option tries to print the processor type, but it is not portable and can print unknown. Prefer -m in scripts.

[image: Terminal showing uname -mp command output displaying x86_64 i386 for hardware and processor architecture]

Use -s for the kernel name, -r for its release, and -v for its version:

uname -srv


[image: Terminal showing uname -srv command output with Darwin OS name, kernel version 19.6.0, and build details]

The -n option prints the network node name, which is normally the hostname:

[image: Terminal showing uname -n command output displaying mbp.local as the network node name]

The -a option prints all available fields:

[image: Terminal showing uname -a command output with all system information including Darwin, hostname, version, and architecture]

On macOS, use sw_vers when you need the macOS product name, version, and build number. Those values differ from the Darwin kernel version printed by uname.

[image: Terminal showing sw_vers command output displaying Mac OS X version 10.15.6 with build version 19G2021]

The uname command works on Linux, macOS, WSL, and other Unix-like environments. Stick to -s, -n, -r, -v, and -m when portability matters.



Linux commands: ping

Learn how the Linux ping command checks if a host is reachable over the ICMP protocol, reports round-trip time and packet loss, and limits tries with -c.

The ping command pings a specific network host, on the local network or on the Internet.

You use it with the syntax ping <host> where <host> could be a domain name, or an IP address.

Here's an example pinging google.com:

[image: Terminal showing successful ping to google.com with 5 packets sent and received, displaying response times and statistics]

The commands sends a request to the server, and the server returns a response.

ping keep sending the request every second, by default, and will keep running until you stop it with ctrl-C, unless you pass the number of times you want to try with the -c option: ping -c 2 google.com.

Once ping is stopped, it will print some statistics about the results: the percentage of packages lost, and statistics about the network performance.

As you can see the screen prints the host IP address, and the time that it took to get the response back.

Not all servers support pinging, in case the requests times out:

[image: Terminal showing ping timeouts to flaviocopes.com with request timeout messages and 100% packet loss statistics]

Sometimes this is done on purpose, to "hide" the server, or just to reduce the load. The ping packets can also be filtered by firewalls.

ping works using the ICMP protocol (Internet Control Message Protocol), a network layer protocol just like TCP or UDP.

The request sends a packet to the server with the ECHO_REQUEST message, and the server returns a ECHO_REPLY message. I won't go into details, but this is the basic concept.

Pinging a host is useful to know if the host is reachable (supposing it implements ping), and how distant it is in terms of how long it takes to get back to you. Usually the nearest the server is geographically, the less time it will take to return back to you, for simple physical laws that cause a longer distance to introduce more delay in the cables.

The ping command works on Linux, macOS, WSL, and anywhere you have a UNIX environment



Linux commands: traceroute

Learn how the Linux traceroute command maps every router hop your packets take to reach a host, showing the IP and timing of each, and tuning samples with -q.

When you try to reach a host on the Internet, you go through your home router, then you reach your ISP network, which in turn goes through its own upstream network router, and so on, until you finally reach the host.

Have you ever wanted to know what are the steps that your packets go through to do that?

The traceroute command is made for this.

You invoke

traceroute <host>


and it will (slowly) gather all the information while the packet travels.

In this example I tried reaching for my blog with traceroute flaviocopes.com:

[image: Terminal showing traceroute flaviocopes.com output with 13 hops and 3 timing samples per router]

Not every router travelled returns us information. In this case, traceroute prints * * *. Otherwise, we can see the hostname, the IP address, and some performance indicator.

For every router we can see 3 samples, which means traceroute tries by default 3 times to get you a good indication of the time needed to reach it. This is why it takes this long to execute traceroute compared to simply doing a ping to that host.

You can customize this number with the -q option:

traceroute -q 1 flaviocopes.com


[image: Terminal showing traceroute -q 1 flaviocopes.com output with 13 hops and only 1 timing sample per router]

The traceroute command works on Linux, macOS, WSL, and anywhere you have a UNIX environment



Check your understanding: shell, system, and network tools

Check aliases, command lookup, environment inspection, editors, users, processes, system identity, and network diagnostics.

Answer each question before continuing. Read the explanation after every answer, including the ones you get right.

Take this interactive quiz online



The interactive version of this course is available at https://flaviocopes.com/courses/terminal/.
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recipes

[+ ~ rm recipes.txt

|+ ~ cat newrecipes.txt

cat: newrecipes.txt: No such file or directory
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Library/Apple/usr/bin
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#i flavio— fish /Users/flavio — -fish — 44x8

[+ ~ uname
Darwin
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4 flavio — fish /Users/flavio — -fish — 44x8
[+ ~ uname -a I
Darwin mbp.local 19.6.0 Darwin Kernel Versio
n 19.6.0: Thu Jun 18 20:49:00 PDT 2020; root
:xnu-6153.141.1~1/RELEASE_X86_64 x86_64
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[bash-3.2$ 1s
words . txt
bash-3.2$
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[+ ~ traceroute flaviocopes.com

traceroute: Warning: flaviocopes.com has multiple addresses; using 142.93.108.123
traceroute to flaviocopes.com (142.93.108.123), 64 hops max, 52 byte packets
192.168.1.1 (192.168.1.1) 3.090 ms 2.391 ms 2.231 ms
pppoe-server.net.ngi.it (81.174.0.21) 10.697 ms 20.802 ms 21.329 ms

* % %

10.40.83.89 (10.40.83.89) 374.040 ms 1258.538 ms *

10.40.4.177 (10.40.4.177) 21.893 ms 20.705 ms 20.912 ms

* % %

ffm-bb2-link.telia.net (62.115.116.172) 28.671 ms 39.589 ms *
* % %
digitalocean-ic-328177-ffm-b4.c.telia.net (80.239.128.21) 172.565 ms 173.744 ms

digitalocean-ic-328178-ffm-b4.c.telia.net (80.239.128.23) 316.124 ms
* % %

1
2
]
4
5
6
7
8
9

* x %
* x %

142.93.108.123 (142.93.108.123) 207.791 ms !Z 32.786 ms !Z 23.561 ms !Z
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flavio — zsh /Usersfflavio — zsh — 77x23
(flavio@mbp ~ % type 1s
1s is /bin/ls

[flavio@mbp ~ % type cat
cat is /bin/cat
[flavio@mbp ~ % type pwd
pwd is a shell builtin
[flavio@mbp ~ % type 11

11 not found

[flavio@mbp ~ % alias 1l='ls -al'
(flavio@mbp ~ % type 11

11 is an alias for 1s -al
[flavio@mbp ~ % type top
top is /usr/bin/top
[flavio@mbp ~ % type jobs
jobs is a shell builtin
(flavio@mbp ~ % type bg
bg is a shell builtin
(flavio@mbp ~ % type kill
kill is a shell builtin
[flavio@mbp ~ % type top
top is /usr/bin/top
flavio@mbp ~ %
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emacs _[Users/flaviocopestest
File Edit Options Buffers Tools Minibuf Help
Hey

This is a very cool editor

It's called Emacs!
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® ® M testing— Vioftesting — xargs -p rm — 44x5
+ testing cat todelete txt | xargs -p rm
rm filel file3?.
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#i flavio — fish /Users/flavio —-fish — 65x7
[+ ~ sudo touch test.txt

|+ ~ echo test >>

<W> fish: An error occurred while redirecting file 'test.txt'
open: Permission denied
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ash-scripting — less /Users/flaviocopes/wwwiflaviocopes.com/content/post/cli/bash-scripting — less index.md — 72x...
— Ll

title: "Introduction to Bash Shell Scripting"

date: 2019-01-15T07:00:00+02:00

description: "A detailed overview to scripting the Bash Shell"
tags: cli

Shell scripting is an powerful way to automate tasks that you regularly
execute on your computer.

In this tutorial I give an extensive overview of shell scripting, and wi
11 be the base reference for more in-depth and advanced tutorials on cre
ating practical shell scripts.

> Check out my [introduction to Bash](/bash/) post.

Bash gives you a set of commands that put together can be used to create
little programs, that by convention we call scripts.

Note the difference. We don't say Bash programming but Bash scripting, a
nd we don't call Bash scripts "Bash programs". This is because you can g
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[bash-3.2$ du -h vuehandbook | sort -nr | head
vuehandbook/@5-vue-vscode
vuehandbook/ .git/objects/75
vuehandbook/@3-vue-cli
vuehandbook/04-vue-devtools
vuehandbook/@2-vue-first-app
vuehandbook/ .git/objects/pack

vuehandbook/ .git/objects/b@

vuehandbook/20-vuex

vuehandbook/ .git/objects/6f

vuehandbook/ .git/objects/41
bash-3.2$
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[+ ~ ln recipes.txt newrecipes.txt

[+ ~ cat newrecipes.txt

recipes

[+ ~ rm recipes.txt

|+ ~ cat newrecipes.txt

recipes
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bash-3.2$ crontab -1
* */12 * * * /Users/flavio/test.sh >/dev/null 2>&1

bash-3.2$






EPUB/media/file33.png
LX) flavio — bash
bash-3.2$ umask
0022
bash-3.2$ umask -S

u=rwx, g=rx,o=rx
bash-3.2$ ||
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LX) — bat
bash-3.2$ du
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# flavio — fish /Users/flavio — -fish — 53x17

flavio@mbp~>
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[ test—vi [Users/flaviocopes/test — vi — 88x23

VIM - Vi IMproved

version 8.0.1283
by Bram Moolenaar et al.
is open source and freely distributable

Help poor children in Uganda!
:help iccf<Enter> for information

:q<Enter> to exit
:help<Enter> or <F1> for on-line help
:help version8<Enter> for version info
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pplications — fish /Usersflavio/Applications — -fish — 82x28

(flavio@mbp~/Applications> tldr 1s
1s
List directory contents.

— List files one per line:
g =il

- List all files, including hidden files:
1s -a

- Long format list (permissions, ownership, size and modification date) of all f
iles:
1s -la

- Long format list with size displayed using human readable units (KB, MB, GB):
g =y

- Long format list sorted by size (descending):
s =15

- Long format list of all files, sorted by modification date (oldest first):
1s -ltr

flavio@mbp~/Applications> [l
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# flavio— fish /Users/flavio — -fish — 40x17.

~ cat dogs.txt

~ sort dogs.txt | uniq
Ivica
Luna
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ash-scripting — less /Users/flaviocopes/wwwiflaviocopes.com/content/post/cli/bash-scripting — less index.md — 72x...
— Ll

title: "Introduction to Bash Shell Scripting"

date: 2019-01-15T07:00:00+02:00

description: "A detailed overview to scripting the Bash Shell"
tags: cli

Shell scripting is an powerful way to automate tasks that you regularly
execute on your computer.

In this tutorial I give an extensive overview of shell scripting, and wi
11 be the base reference for more in-depth and advanced tutorials on cre
ating practical shell scripts.

> Check out my [introduction to Bash](/bash/) post.

Bash gives you a set of commands that put together can be used to create
little programs, that by convention we call scripts.

Note the difference. We don't say Bash programming but Bash scripting, a
nd we don't call Bash scripts "Bash programs". This is because you can g
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4 flavio — fish /Users/flavio — -fish — 100x9

[+ ~df -h

Filesystem Size Avail Capacity iused ifree %iused Mounted on
/dev/disklsl  466Gi 23361 5% 488418 4881964462 % /

devfs 188Ki @Bi  100% (2] @ 100% /dev

/dev/diskls2  466Gi 23361 49% 4287984 4878164896 @% /System/Volumes/Data

/dev/diskls5  466Gi 2336Gi 3% 5 4882452875 0% /private/var/vm
map auto_home 0Bi OBi  100% [} @ 100% /System/Volumes/Data/home
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flavio — bash /Users/flavio — bash — 77x7
|bash-3.2$ less index.md | grep -n document.getElementById

60:document . getElementById('button').addEventListener('click', O => {
128: document.getElementById('button').addEventListener('click', O = {
bash-3.2$
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i fish Users/flavio — -fish — 68x5

I+ ~ gzip -kv wget-log
wget-log: 49.7% -- replaced with wget-log.gz
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[bash-3.2$ alias
alias 11='ls -al'
bash-3.2$
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who am i
flavio  ttys@@4 Sep 2 12:22
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# flavio — fish /Users/flavio — -fish — 50x8

~ cat dogs.txt

~ cat moredogs.txt
Roger
Syd
Vanille
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#i flaviocopes —fish /Users/flaviocopes — -fish —72x9
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flavio — bash /Users/flavio — bash — 61x5
[bash-3.2$ echo The cost is $5

The cost is

[bash-3.2$ echo The cost is \$5

The cost is $5
bash-3.2$
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flavio — bash /Users/flavio

[bash-3.2$ echo $TEST
test
bash-3.2$
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I test—vi /Users/flaviocopes/test — vi test.txt — 88x23
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flavio — bash /Users/flavio — bash — 71x16
[LE]

passwd -S

tldr wc

cat test >> test.txt

echo test >> test.txt

wec test.txt

wc -1 test.txt

1s -al | wc

1s -al | wc -1
tldr open

open .
open -R test.txt
tldr history
history

history

.28
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+ ~ basename /Users/flavio/test.txt
test.txt
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i flavio — fish Users/flavio —-fish — 84x21
[+ ~ ps axww

PID TT STAT TIME COMMAND

1 7?2 Ss 43:25.81 /sbin/launchd

92 7?7 Ss 2:03.82 /usr/sbin/syslogd

93 ?? Ss .05 /usr/libexec/UserEventAgent (System)

9% ?? Ss 0:18.74 /System/Library/PrivateFrameworks/Uninstall.framework/Res
ources/uninstalld

97 77 Ss 1:36.94 /usr/libexec/kextd

98 ?? Ss 12:31.92 /System/Library/Frameworks/CoreServices.framework/Version
s/A/Frameworks/FSEvents . framework/Versions/A/Support/fseventsd

99 ?? Ss 0:21.48 /System/Library/PrivateFrameworks/MediaRemote.framework/S
upport/mediaremoted

102 ?? Ss 22:56.23 /usr/sbin/systemstats --daemon

103 ?? Ss .80 /usr/libexec/configd

105 ?? Ss :32.38 /System/Library/CoreServices/powerd.bundle/powerd

109 ?? Ss :48.48 /usr/libexec/logd

110 ?? Ss :01.46 /usr/libexec/keybagd -t 15

113 ?? Ss .42 /usr/libexec/watchdogd

iy 7 583 44:38.88 /System/Library/Frameworks/CoreServices.framework/Framewo
rks/Metadata. framework/Support/mds

118 ?? Ss 0:00.55 /System/Library/CoreServices/iconservicesd
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# flavio— fish /Users/flavio — -fish — 40x15

~ cat dogs.txt
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I Applications — fish /Usersfflavio/Applications — -fish — 5317

o0
[flavio@mbp~> 1s
Applications/ Library/ Screenshots/
Desktop/ Movies/ dev/
Documents/ Music/ www/
Downloads/ Pictures/

Public/
[f lavio@mbp~> cd Applications/
flavio@mbp~/Applications> [J
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flavio — su /Users/flavio — su — 40x6

[+ ~su
Password
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# flavio — fish /Users/flavio — -fish — 53x7

console Aug 13 12:52
ttys004 Sep 2 12:22
ttys006 Sep 2 12:26

ttys007 Sep 3 11:39
ttys013 Aug 28 16:49
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[Users/flavio — bash — 61x10

[bash-3.2$ 1s
words . txt
[bash-3.2$ 1s -al
total @

drwxr-xr-x 3 flavio staff 96 Sep 3 15:20

drwxr-xr-x+ 55 flavio staff 1760 Sep 3 15:20

-rw-r--r-- 1 flavio staff @ Sep 3 15:20 words txt
bash-3.2$
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flavio — bash /Users/flavio — top — 61x23

Processes: 574 total, 2 running, 572 sleeping, 3823 threads
16:12:54 Load Avg: 1.44, 1.60, 1.74

CPU usage: 3.76% user, 2.99% sys, 93.23% idle

SharedLibs: 235M resident, 62M data, 16M linkedit.
MemRegions: 365072 total, 6752M resident, 166M private, 1835M
PhysMem: 15G used (3692M wired), 738M unused.

VM: 3092G vsize, 1991M framework vsize, 318057086(@) swapins,
Networks: packets: 43489522/66G in, 47248873/25G out.

Disks: 69434725/1968G read, 44158267/1695G written.

PID COMMAND %CPU TIME #TH #WQ #PORT m

1185 com.docker.h 9.1 15:40: 42 2374M
566 Code Helper 267  1606M
85440 hugo 29 1029M
229 WindowServer 6193+ 851M
1152  1Password 7 2400 581M
377 Bear 1763 570M+
605 Code Helper 226 557M
42433 Photos 535 524M
588 Figma Helper @. 219 522M
o kernel_task 3. 262/12 o 514M
38992 Google Chrom @. :52:53 35 1238 506M
594 Code Helper 0. :59.85 27 228  471M

PNORRRONAORS
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flavio — bash /Users/flavio — bash — 58x10

[bash-3.2$ du -h vuehandbook
vuehandbook/12-vue-watchers
vuehandbook/@7-vue-single-file-components
vuehandbook/19-vue-components-communication
vuehandbook/20-vuex

vuehandbook/21-bonus-vue-router
vuehandbook/@1-vue-introduction
vuehandbook/@2-vue-first-app
vuehandbook/@6-vue-components
vuehandbook/@4-vue-devtools
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I testing — fish /Users/flaviojtesting — -fish — 68x5
testing diff -rq dirl dir2
Files dirl/dogs.txt and dir2/dogs.txt differ
testing
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bash-3.2$ grep -n document.getElementById index.md

60:document . getElementById('button').addEventListener('click', O => {
128: document.getElementById('button').addEventListener('click', O = {
bash-3.2$
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Processes: 574 total, 2 running, 572 sleeping, 3807 threads 11:39:53
Load Avg: 1.24, 1.93, 2.23 (PU usage: 4.61% user, 3.68% sys, 91.69% idle
SharedLibs: 234M resident, 62M data, 16M linkedit.

MemRegions: 369828 total, 6215M resident, 163M private, 16@03M shared.

PhysMem: 14G used (3684M wired), 1742M unused.

VM: 3080G vsize, 1991M framework vsize, 316459873(128) swapins, 322451178(0) swa
Networks: packets: 41309179/63G in, 44958830/24G out.

Disks: 68270763/1950G read, 43422129/1680G written.

PID COMMAND TIME #TH #WQ #PORT MEM PURG  CMPRS
229 WindowServer 16.1 13:11: 10 6607+ 845M+ 1216K- 173M
1185 com.docker.h 7.6 15:21:25 18 42 2374M @B 316M
82661 top 1/1 27+  8352K+ @B oB
381 Terminal ail 436 105M  14M 28M-
1152  1Password 7 8 2473- 530M- 244K  349M
o kernel_task 262/12 o 510M+ @B oB
82622 Google Chrom 16 209 81M 2B
377 Bear 12 1760- 557M- 460M-
98108 Books 3 822  302M 286M
347 cloudd 16 785+ 31M+ 12M-
149 hidd 7 560 7208K 2496K
50060 Music 22 684  201M+ 7™
148 bluetoothd & 801 18M 7520K
1154 Rectangle 3 210- 52M- 45M

Whnhnosrhroxoasr»a
PRWUNURURSONASS A
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sort dogs.txt | uniq -c | sort -nr
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ocee I test—vi /Users/flaviocopes/test — vi test.txt — 88x23

Hey

This is a very cool editor

It's called Vimj






EPUB/media/file38.png
flavio — bash /Users|flavio — bash — 61x6

bash-3.2$ echo $(ls -al)

total 8 drwxr-xr-x 4 flavio staff 128 Sep 3 15:43
x+ 55 flavio staff 1760 Sep 3 15:20

]
. drwxr-xr-
. -rw-r--r-- 1 flavio st

aff 6 Sep 3 15:43 output.txt -rw-r--r-- 1 flavio staff @ Sep
3 15:20 words.txt

bash-3.2$
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dirname /Users/flavio/test.txt
/Users/flavio
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#i flavio— fish /Users/flavio — -fish — 72x13

[+ ~ ping google.com

PING google.com (216.58.205.78): 56 data bytes

64 bytes from 216.58.205.78: icmp_seq=0 tt1=118 time=32.823
64 bytes from 216.58.205.78: icmp_seq=1 tt1=118 time=39.248
64 bytes from 216.58.205.78: icmp_seq=2 ttl1=118 time=19.987
64 bytes from 216.58.205.78: icmp_seq=3 tt1=118 time=29.539
64 bytes from 216.58.205.78: icmp_seq=4 ttl1=118 time=18.011

AC
--- google.com ping statistics ---

S packets transmitted, 5 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 18.011/27.922/39.248/7.951 ms
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testing cat todelete.txt | xargs -p -nl rm
rm filel?...
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#i flavio — fish /Users/flavio —-fish — 65x7

[+ ~ sudo touch test.txt

|+ ~ echo test >>

<W> fish: An error occurred while redirecting file 'test.txt'
open: Permission denied

[+ ~ sudo chown flavio test.txt
[+ ~ echo test >> test.txt
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# flavio— fish /Users/flavio — -fish — 50x5

|+ ~ diff moredogs.txt dogs.txt
3d2

< Vanille
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Ibash-3.2$ echo "$(1s -al)"

total 8

drwxr-xr-x 4 flavio
drwxr-xr-x+ 55 flavio
-rw-r--r-- 1 flavio
-rw-r--r-- 1 flavio
bash-3.2$

staff
staff
staff
staff

128 Sep
1760 Sep
6 Sep
@ Sep

:43 output.txt
:20 words.txt

SR5]
SR5]
SRS
SR5]
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[+ ~ uname -n
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4 flavio — fish /Users/flavio — -fish — 86x17
[+ ~ traceroute -q 1 flaviocopes.com
traceroute: Warning: flaviocopes.com has multiple addresses; using 167.99.137.12
traceroute to flaviocopes.com (167.99.137.12), 64 hops max, 52 byte packets
192.168.1.1 (192.168.1.1) 6.441 ms
pppoe-server.net.ngi.it (81.174.0.21) 17.438 ms
*

10.40.83.89 (10.40.83.89) 30.463 ms

10.40.4.177 (10.40.4.177) 22.037 ms
mno-b2-1link.telia.net (62.115.57.249) 20.573 ms
ffm-bb2-link.telia.net (62.115.116.172) 27.682 ms
*

digitalocean-ic-328178-ffm-b4.c.telia.net (80.239.128.23) 137.439 ms
*

1
2
]
4
5
6
7
8
9
]

*
*
167.99.137.12 (167.99.137.12) 35.460 ms !Z
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~ diff -u dogs.txt moredogs.txt
--- dogs.txt 2020-09-07 08:54:56.000000000 +0200

+++ moredogs . txt 2020-09-07 08:55:09.000000000 +0200
ee -1,2 +1,3 ee

Roger
Syd
+Vanille
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Ss
Ss

# flavio — fish /Users/flavio — -fish — 86x24

COMMAND

/sbin/launchd

/usr/sbin/syslogd

/usr/libexec/UserEventAgent (System)
/System/Library/PrivateFrameworks/Uninstall.framework/Reso
/usr/libexec/kextd
/System/Library/Frameworks/CoreServices.framework/Versions
/System/Library/PrivateFrameworks/MediaRemote. framework/Su
/usr/sbin/systemstats --daemon

/usr/libexec/configd
/System/Library/CoreServices/powerd.bundle/powerd
/usr/libexec/logd

/usr/libexec/keybagd -t 15

/usr/libexec/watchdogd
/System/Library/Frameworks/CoreServices . framework/Framewor
/System/Library/CoreServices/iconservicesd
/usr/libexec/diskarbitrationd

/usr/libexec/coreduetd

/usr/libexec/opendirectoryd
/System/Library/PrivateFrameworks/ApplePushService.framewo
/Library/PrivilegedHelperTools/com.docker.vmnetd
/System/Library/CoreServices/launchservicesd
/usr/libexec/timed






EPUB/media/file58.png
testing — fish /Users/flavio/testing — -fish — 62x10

1s
file2 file3 todelete.txt
cat todelete.txt

cat todelete.txt | xargs rm

1s
todelete.txt
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emacs [Users/flaviocopestest
File Edit Options Buffers Tools Text Help
ey

This is a very cool editor

It's called Emacs!

For information about GNU Emacs and the GNU system, type C-h C-a.
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bash-3.2$ echo {1..5}

12345

bash-3.2$
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examples mkdir fruits
examples ln -s fruits newfruits
examples 11

total 0

drwxr-xr-x 2 flaviocopes staff 64B Feb 9 19:25 fruits
lrwxr-xr-x 1 flaviocopes staff 6B Feb 9 19:25 newfruits — fruits
examples [|
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#i flavio — fish Users/flavio —-fish — 73x5
~ env NAME=flavio node app.ijs

flavio

/usr/local/bin:/usr/bin:/bin:/usr/sbin:/sbin:/Library/Apple/usr/bin
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.2$ EDITOR=nano crontab -e
no crontab for flavio - using an empty one
installing new crontab

.28
.2%
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# flavio — fish /Users/flavio — -fish — 53x17

Screenshots/
dev/
www/
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bash-3.2$ jobs
Stopped
[2]+ Stopped

bash-3.2$

flavio — bash /Users/flavio — bash — 57x6

top
top -o mem
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#i flavio— fish /Users/flavio — -fish — 44x8
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test —emacs_/Users/flaviocopes/test
File Edit Options Buffers Tools Text Help
Hey

This is a very cool editor

It's called Emacs!
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OO0 # flavio — fish /Users/flavio — -fish — 80x39
> ~ type ls
1s is a function with definition
# Defined in /usr/local/Cellar/fish/3.1.0/share/fish/functions/ls.fish @ line 13
function 1ls --description 'List contents of directory'
set -1 opt -G
isatty stdout
and set -a opt -F
command 1s $opt $argv
end
[+ ~ type cat
cat is /bin/cat
> ~ type pwd
pwd is a builtin
-+ ~ type 11
11 is a function with definition
# Defined in /usr/local/Cellar/fish/3.1.0/share/fish/functions/11.fish @ line 4
function 11 --description 'List contents of directory using long format'
1s -1h $argv
end
> ~ type top
top is /usr/bin/top
[+ ~ type jobs
jobs is a builtin
» ~ type bg
bg is a function with definition
# Defined in /usr/local/Cellar/fish/3.1.0/share/fish/config.fish @ line 274
function bg
set -1 jobbltn bg
builtin $jobbltn (__fish_expand_pid_args $argv)
end
[+ ~ type kill
kill is a function with definition
# Defined in /usr/local/Cellar/fish/3.1.0/share/fish/config.fish @ line 279
function kill
command kill (__fish_expand_pid_args $argv)
end
> ~ type top
top is /usr/bin/top
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test echo & > file2
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47 total
test I
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~ df

Filesystem 512-blocks Used Available Capacity iused ifree %iused

/dev/disklsl 976490576 21974760 487735816
devfs 375 375 o
/dev/diskls2 976490576 454785000 487735816

/dev/diskls5 976490576 10485848 487735816
map auto_home ] ] [}

5% 488418 4881964462 0%
100% 649 o 100%
49% 4287975 4878164905 %
3% 5 4882452875 %
100% ] o 100%

Mounted on

/

/dev

/System/Volumes/Data
/private/var/vm
/System/Volumes/Data/home
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SORT(1) BSD General Commands Manual SORT(1)

NAME
sort -- sort or merge records (lines) of text and binary files

SYNOPSIS
sort [-bcCdfghiRMmnrsuVz] [-k fieldi[,field2]] [-S memsize] [-T dir] [-t char] [-o output
file ...]
sort --help
sort --version

DESCRIPTION
The sort utility sorts text and binary files by lines. A line is a record separated from the sub-
sequent record by a newline (default) or NUL '\@' character (-z option). A record can contain any
printable or unprintable characters. Comparisons are based on one or more sort keys extracted
from each line of input, and are performed lexicographically, according to the current locale's
collating rules and the specified command-line options that can tune the actual sorting behavior.
By default, if keys are not given, sort uses entire lines for comparison.

The command line options are as follows:

-c, --check, -C, --check=silentlquiet
Check that the single input file is sorted. If the file is not sorted, sort produces the
appropriate error messages and exits with code 1, otherwise returns @. If -C or

--check=silent is specified, sort produces no output. This is a "silent" version of -c.

-m, --merge

Merge only. The input files are assumed to be pre-sorted. If they are not sorted the
output order is undefined.

output, --output=output
Print the output to the output file instead of the standard output.

size, --buffer-size=size
Use size for the maximum size of the memory buffer. Size modifiers %,b,K,M,G,T,P,E,Z,Y
can be used. If a memory limit is not explicitly specified, sort takes up to about 90% of
available memory. If the file size is too big to fit into the memory buffer, the tempo-
rary disk files are used to perform the sorting.

--temporary-directory=dir
Store temporary files in the directory dir. The default path is the value of the environ-
ment variable TMPDIR or /var/tmp if TMPDIR is not defined.

-u, --unique
Unique keys. Suppress all lines that have a key that is equal to an already processed
one. This option, similarly to -s, implies a stable sort. If used with -c or -C, sort
also checks that there are no lines with duplicate keys.

Stable sort. This option maintains the original record order of records that have an
equal key. This is a non-standard feature, but it is widely accepted and used.

--version
Print the version and silently exits.
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bash-3.2$ export TEST="test"

|bash-3.2$ ./script.sh

test

bash-3.2$
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[+ ~ 1ls -al newrecipes.txt
lrwxr-xr-x 1 flavio staff 11 Sep 2 11:26 newrecipes.txt@® -> recipes.txt






